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1.ENRLEE

1.1 ABRBUE—NEHHPSKX

FrE Docker B8 X EUEM T EIRERF B E/var/lib/docker B3 T, EBRIA
1R, /var/lib/docker ¥R D] M IERTE/ = /var #X T,

Docker #k#iF/var/lib/docker YE A BRIANE X, HIFMEFTE Docker #H3x X
H, BIFEERXMH. ZEXURSHWERNSHR, SE Docker. EEFH
TRETTEFE A, L, B HFME Docker XHAGIE—NEMMHOX (B
B;E)

grep /var/lib/docker /etc/fstab

N i%ZiR Bl /var/lib/docker FE# s B9 X £ B

e 3 docker B, A/var/lib/docker #E MBI BE—PMEMMHX ., T
RENRS, BFEAZELEEER (LVM) SIEH K,

None

EINBERT, /var/lib/docker ¥ iRETT A MIERFE/ H fvar DX T,

http://www.projectatomic.io/docs/docker-storage-recommendation
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1.2 INEEEREEN

BRES7E Linux FH Eizfr. BARFENTRUET—PEH S IERR. M
EEVIUERIN L EREE REEFEEN

Rz BREEMEMT S SETRITINEEIVBERS. RIEINER
i | GRS TMREIVIRESES., ERAMEIVEZTESHETS
BER

HBRETFENNLZENE. WERGEERYFENRAZTEBIL
. BRENRZGEXFEHEEINTENZENE.

Hit 75k

HERAE EERETINENC %

oL | AN RS AREINE A

1/
Al None

RRINME ARINERT, ENABRINRE, REME.

1.hitps.//docs.docker.com/engine/security/security/

2. https.//learn.cisecurity.org/benchmarks

3.https://docs.docker.com/engine/security/security/#other-kernel-security-

features

4. https://ersecurity.net/

5. https://en.wikibooks.org/wiki/Grsecurity

6. https://pax.grsecurity.net/

7. http://en.wikipedia.org/wiki/PaX
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1.3 E#7 docker BB HTARA

R Docker BRAHRE L MEH, IRRATEGFEZERIA,

@it BB T #8 Docker B, Docker i MiRHTINEEEE. Kk
ETHSEREEHIBURTIRFARNFFEMERE. FREEM
oo o1 Docker EF T RESIL LA K Docker BRUEFE R, THES SEIRT
R, REFNNHEAREMERERE. RNEEREHIRATRIER
EHTEH,

$47 U T 854 B Docker AR SR BHBFAA. Docker

version

Wit Tk

ZERAE MRFIRARTLEN, EEEENEH

oL | BRER Docker R FIRIBEEHTER.

X} Docker RAEF TR, TRENTRESAMETF NG Docker #
0 B, BER, BEMEHM Docker WE =777 Mo fEF B IFRERAMH

Docker,

BINE &R

1. hitps.//docs.docker.com/engine/installation/

%% iﬁf 2. https.//github.com/moby/moby/releases/latest

3. https://github.com/docker/docker-ce/releases/latest

©dosec XA 8



Docker B¢ iEL & LEAKEH (V1.0)

1.4 RAEREERE P 88R% docker SPAAHETE

Docker PR #HEF E oot PR, X FARNME| “docker” ZHAIA A AR
T ZEE “root” IHEIR.

Docker A¥F7E Docker EHMIHE AR ZEHZEZR, MAZRHIAR
FIAEAR, XBWETUBHBERIFEEN LA / BXRFIR

Cieniia o | B ARERBAZAEMRGMMERCHENIHRSE. FhEz,
XEWRELRAFIEHR “docker AWM AR ITRERSHNR, AEHE
FHNEBHEBERS / BRNERR.

: : 7 docker EHL EHFTUT S, FHRIEIJERARZ docker HAIK
Wit A&

. getent group docker

S| MR BAHREMA docker IS

Mdocker B MBRERMAZEENAS. B, BEDETV LEIESH
REXEBREHRE .

L2k

-4 YEH L E PRI T AR A AR 2 5 R 1

BUAE TiEH

1.hitps://docs.docker.com/engine/security/security/#docker-daemon-

attack-surface

2.https..//'www.andreas-jung.com/contents/on-docker-security-docker-

group-considered-harmful

3.http.//’www.projectatomic.io/blog/2015/08/why-we-dont-let-non-root-

users-run-docker-in-centos-fedora-or-rhel/
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1.5 &3t docker SpiF3EFE

REHER

HiE
HRAE

1R
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BITET B &SN Docker SFiP 3T

BT BEIREMA Linux XERGFARSGIEAI, BEHIT Docker PR
2. Docker SFHP#HRE M root #3517, BB NERZEENE
AR

KALR B % Docker SFRFREFHIRZAMN. Blm, HITUTHL

auditctl -1| grep / usr/bin/docker

Ri%F5H Docker SFHPFE FRAIER N

) Docker PR # AN —ZFM, i,

f£/etc/audit/audit.rules XHFFRIZITARMEIA T ITH B ETHLEE
R0 : auditctl -w / usr / bin / docker -k docker

RE, EFRFEITFHHE, Fla

server auditd restart

HIFERBESANBESXH. BREHEAZEN. B E-—1 8
TRV BT X DUBE 2 SR R 5

ZKIA, Docker PP HH R B HIT

1.hitps://access.redhat.com/documentation/enUS/Red Hat Enterprise Lin

ux/6/html/Security Guide/chap-system auditing.html
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1.6 B 1T docker 340 B 3% -/var/lib/docker

REHER

Wit Tk
HERAE

1R

©dosec XA

BT TBEH : /var/lib/docker.

BT HZEIN Linux XHERFEMAGIEAN, EETIZAHE Docker 18
KX HFIEF. Docker SFHFHE I root FHERUZETT. EREBEITEUR
F—lexX@HMEFE., /ar/lib/docker HEXH—IMEFE. EER
B % docker T ETE 2.

BIFREF A S /var/lib/docker B FAAXN K 98N
Blan, #HF#7IAT a4 auditctl -1 | grep /var/lib/docker

X% H /var/lib/docker B FEIFRN

A/var/lib/docker BSRAM—FMN. B, HFATITHRME
/etc/audit/audit.rules X

-w/var/lib/docker -k docker

RE, EFRIEFITTIHE. W

service auditd restart

HITERBESANBESXH. BREHEAZEN. B g1 8
ThEVER T X DB B RAR UM R 5

ZINER T, Docker %A XX 4HH B A HIT

1.hitps://access.redhat.com/documentation/enUS/Red Hat Enterprise Lin

ux/6/html/Security Guide/chap-system auditing.html
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1.7 7t docker 3CHEFN B 3% -/etc/docker

REHER

Wit Tk
HERAE

1R
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it LT B3 /etc/docker

BT HIZEHA Linux XERGHMRGIEAS, EERZAMA Docker 4
KEXHFEFE. Docker SPHPHHRR M root 41T,  ERIFTHBR
F—EXEXMHMBR, /etc/docker MEXMHE—TER. ©EEHET
Docker P2 Docker & P 2 [B]49 TLS BRI S FIEBFEA.

BIIRBFES/ etc / docker B FAEX X (9= ITHHAN,
Blan, 17U T84 auditctl -1 | grep /etc/docker

X%/ etc / docker B FEBIFM,

H/etc/docker B FARIM—FIMM.  Flm,
£/etc/audit/audit.rules SCHF AR T ATREITT
-w / etc / docker -k docker

RIE, EFEsEITTRER.

servise auditd restart

HITERBESANBESX M. BREHEAZEN. H5h E-—1 8
ThEVER T X DUBE S B R X R 5t

ZINER T, Docker %A 4H B A HIT

1.hitps://access.redhat.com/documentation/enUS/Red Hat Enterprise Lin

ux/6/html/Security Guide/chap-system auditing.html
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1.8 B 1T docker 30440 B 3% -docker.service

REHER

HiE

HERAE

1R

©dosec XA

4% docker.service (ZNREH)

BT EEK Linux XHFREMNRGFRFZS, BTNFREAES
Docker #HXMXCHFME %, Docker SFIFREFIN ‘root” WREfT. ©
BT HBUR T — X BB R, docker.service 2—MXHEHX
. MREBRERT FHEFSE, W dockerservice TS
Y58, X Docker SFIFHRMEFISE.

S$B 1 HHEXEARLE ;- systemctl show -p FragmentPath docker.service
BB MBXHARFE, WHBWAEM. MREZXHEFE, BRI
EAFESIZEAEN M AR ZAN

flan, HITIAT 4 auditctl -1 | grep docker.service

NiZRIBEAEF L docker.service FIFLN ,

WMRZXMFE, BAHERIAN. B2,
f£/etc/audit/audit.rules XA RIIATET -

-w /usr/lib/systemd/system/docker.service -k docker
RIE, EFEIsEITTRER. .

servise auditd restart

HRZSEMESYRMBEEXMSF. BEREHAEAE. A5 -5k
METTAX, MBRESRIXMGRS.

BUIANEI T, Docker XM XHME XASHWEIT. XHF
docker.service TJREER G AT H

1.hitps://access.redhat.com/documentation/enUS/Red Hat Enterprise Lin

ux/6/html/Security Guide/chap-system auditing.html
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1.9 B 1T docker 3C4-#0 B 3% -docker.socket

REHERR

Wit Tk

HERAE

1R
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B 1% docker.socket (ZNEREMH) .

BT ERH Linux XHERFEMARGIFEMEZS, ETUERZFES
Docker XM HFIE K. Docker sFHFEFIL ‘root” MRETT. E
T ABUR T XX HFMEF. dockersocket F2—MXFEAIX
fro MREVBRELT FPREFSE, N dockersocket X HER
Wia@. ©XFF Docker FHHEAEMSE,

H$B 1 HHEXEARLE - systemctl show -p FragmentPath docker.socket
BB MBXHARFE, WHBWAEM. MREZXHEFE, BRI
EAFESIZEAEN M AR ZAN

flgan, HITIL T4 auditct! -1 | grep docker.socket

XRNIZIRIBH A B H docker.socket AR M)

WRXMHFE, AHRMEIRE
T /etc/audit/audit.rules SCEERIN—1T
-w /usr/lib/systemd/system/docker.socket -k docker

REERHITHRE

service auditd restart

HRZSEMESYRMBEEXMSF. BEREHAEAE. A5 -5k
METTAX, MBRESRIXMGRS.

ZINER T, Docker #HX A HH B XA HEIT. XM docker.socket
THERZLARTH, EXMERLT, WENARER.

1.hitps://access.redhat.com/documentation/enUS/Red Hat Enterprise Lin

ux/6/html/Security Guide/chap-system auditing.html
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1.10 B3t docker SCHFO H 3% -/etc/default/docker

REHER

Wit Tk
HERAE

1R
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B 1% /etc/default/docker, (FNREA)

BT EEMN Linux XHEREMRAGIFEREZS, ETUFZHAES
Docker X HXHFIE K. Docker SFHFEFIL ‘root” WRET. E
FFT ABUR T — X B XHME R, / etc/ default / docker B—iX#E
BISCHE. B X3 Docker SFHHERRMBEL

TR E1EE S/ etc / default / docker LB X K B9 B 1L,
Blan, #HF#7IA T a4 auditctl -1 | grep / etc / default / docker

X% 4/ etc / default / docker SC{EEIER N,

WMRXMFE, AHRINHEITRE
T /etc/audit/audit.rules SCEERIN—1T
-w /etc/default/docker -k docker
REERHITHE

service auditd restart

HRZSEMESRMBEEXF. BEREHAEAS. A% -8
MEITTAX, MBRESRIXMGRS.

ZINER T, Docker HHXMISHF B HAHEIT. X/ etc / default /
docker TJREARTT ., ZEXMIBERT, WEINAFER.

1.hitps://access.redhat.com/documentation/enUS/Red Hat Enterprise Lin

ux/6/html/Security Guide/chap-system auditing.html
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1.11 B3t docker SCH-F H 3% -/etc/docker/daemon.json

81T /etc/docker/daemon.json, 0i& FARYIE

BT IEEM Linux XHRGEMARZIBEAEZIS, %0 UFEZE S Docker 5%
MXHEFE R, Docker SFHFFEFIL “root” WFRIEIT. EMTAHBURT—L
KB FE, /etc/docker/daemon.json E—PMXHEMHXH., TR

Docker SFHF#H AR BEM S,

BAFE & 177 5/etc/docker/daemon.json XX Rz HI BT
Blan, #MFTILT 4% © auditet! -1 | grep /etc/docker/daemon.json

X 1% 5 4 /etc/docker/daemon.json SCEERIFLN

AN /etc/docker/daemon.json XH-AIFIIN 540
% /etc/audit/audit.rules X AERRMNI 1T
-w /etc/docker/daemon.json -k docker

. BEFRHEITTIPREF. B0 service auditd restart

HRZSEMESKMBERXF. BEREHER. A% R BRImEET
X, UBRESRIXMHRE,

BUMBAT, Docker XM XA B FXAHKEIT. . X
/etc/docker/daemon.json BIREERZ LETAH. EXMERLT, HWEWNAE
H.

1.https://access.redhat.com/documentation/en-

US/Red Hat Enterprise Linux/6/html/Security Guide/chapsystem_auditing. html

2.https.//docs.docker.com/engine/reference/commandline/dockerd/#daemon-

configuration-file
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1.12 B3t docker LA H 3% -/usr/bin/docker-containerd

REHER

Hit 75k

ERAE

1R

©dosec XA

B3t /usr/bin/docker-containerd, #N5R3& FHAYIE

BT IEEN Lnux XBERGMNRGEARZS, ETNEZRES
Docker #8XECH-F B F. Docker SFHEFIL “root” HPRIETT.
T HBUR T X EIXHME R, /usr/bin/docker-containerd B
RIXAFER . Docker LZEAR T containerd F runC R4 R A28 .

TR EEE S/ usr / bin / docker-containerd C{FE X R BB 1T
)I-I\[JO

Blgn, AT T a4 © auditctl -1 | grep / usr / bin / docker-containerd

X% 5/ usr / bin / docker-containerd SCEBSER N,

RPN /usr/bin/docker-containerd XAERYFLR 4540,
& /etc/audit/audit.rules XHEFRMAO TT

-w /usr/bin/docker-containerd -k docker

R, EFEaEITFHIER. W

service auditd restart

ERSENESAKNBEEXH. BREHEAY, R, - B
METTAX, MBRESRIXMGRLS.

ZINER T, Docker #HXMX G B RAEHEIT. . X4
/usr/bin/dockercontainerd SIREERGE L TH, EXMEBERLT, LEIN
REH.

1.hitps.//access.redhat.com/documentation/en-

US/Red Hat Enterprise Linux/6/html/Security Guide/chap-

system auditing. html

https:/github.com/docker/docker/pull/20662

https:/containerd.tools/
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1.13 B 11 docker 3040 B 3% -/usr/bin/docker-runc

REHER

Hit 75k

ERAE

1R

©dosec XA

81t /usr/bin/docker-runc, #05RIE AHIIE.

BT EEH Linux XHERENAFZIFREZS, ETUFRZHAES
Docker #8XECH-F B F. Docker SFHEFIL “root” HPRIETT.
EHTABUAF—EXEXHFMER. /usr/bin/docker-runc &—MX
MR XM, Docker BLZEMR#T containerd F runC k4 A 25,

BE 2B FES/usr/bin/docker-runc U ST R B9 BRAZFL ) .
B, HITUTHS

auditctl -1 | grep /usr/bin/docker-runc

XN iZF E /usr/bin/docker-runc XERIFLN .

IR fin/usr/bin/docker-runc ARSI, 140,
Tt /etc/audit/audit.rules X HRINITFT ¢
-w /usr/bin/docker-runc -k docker

RE, EFRIEITFRER. Bl

service auditd restart

ERSENESAKNBEEXH. BREHEAY, R, - B
METTAX, MBRESRIXMGRLS.

FINER T, Docker HHXAISUHF B FAHEIT. U/ usr / bin /
dockerrunc IIREAERZE LT H. AEXMERLT, BEBNUASER.

1.hitps.//access.redhat.com/documentation/en-

US/Red Hat Enterprise Linux/6/html/Security Guide/chap-

system auditing. html

2.https.//github.com/docker/docker/pull/20662

3.https://containerd.tools/

4.https://github.com/opencontainers/runc
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2.docker FPHIZEE

2.1 BRI BRIARIFT - B aE Z BN E R E

ARIMEAT, BIAMF LR—FV ENFRZBAFRAEMNEERE. MR
BE, REUMAENEREBE. $FEEBENRERSFEEE—E. HF
IEBEEXME, FRMATESZAEX WG BENERR.

AINERT, BIARAT ER—EA EAIFE B2 8 B AR Z R EIA MEE
5. Rit, SMEFEHTREIRNE -V EBFFMNE LA EIES.
XURSSERIMIARENEEMESEMER. Ait, REIFIANS L
HAE =R BRI,

ST THLHFRIARIANNFEREE HRFIFERKMAEBE. docker
network Is --quiet | xargs docker network inspect -- format'{{ Name}} :

{.Options}}'

©NiZIE B BIAM AR E com.docker.network. bridge.enable_icc : false,

EFIPHEER TE1T docker F£3% --ice = false fE A S HL.

540, dockerd --icc = false

5 E o] DUBYE Docker XL EIBRBEX ML, HRAMATESIZAEXWE
BENER. --icc ZEERTRINAEH, MREABEXMNE, NNX
AR BRMNENTTE.

AN L AR R BERREN. MRAFREAER IV LNFSFRZ T
BE, UFREARFREERAWHENE, HEFDLIEXBEXME.

AINBR T, FRIAMFF EAVFETE B EBE.

1.https://docs.docker.com/engine/userguide/networking/

2.https.//docs.docker.com/engine/userguide/networking/default network/contai

ner-communication/fcommunication-between-containers
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2.2 B HEZLFA info

Ak ¥ Docker SFHPREFAERFNIREN “info” .

EEEYNAETRS, BE Docker FIFRREFMUCEEETENEMH,
?ﬁﬂ:’lﬁ,‘ﬁ\; “info” &[//{J:EIJE/EEIU %*ﬁgﬁ?lﬂﬁalL,\Z_&I\E,]ﬁﬁﬁEIL,\o %
TR, AR iZTE' debug B ER HiE 1T Docker PR32

ﬁ'i‘l’ﬁfﬁ ps -ef | grep dockerd

SERAE HafR--log-level BEAFLERFE, REBHIRE N info.

1547 Docker SFIF#FENT -

L2k

dockerd --log-level = “info”

Al None.

BIANE BUIAER T, Docker SFHFEFIZEN “info” BIBEERH,

é}% iﬁf 1.hitps.://docs.docker.com/edge/engine/reference/commandline/dockerd/
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2.3 23 docker X IPtables

Iptables FIF &, HPFMEE Linux WEEHE IP B EHNR,. R

Docker SFIFF2FFE X iptables

Docker S4R¥E A A B RIEFEMLEE NN R BEH iptables #HITHEHE
B (MRAVFIIE) o BIIL Docker B8 B E X iptables, IXBE T8
HRARSHIABEAMEREHER. B SERERETERIELN
HKIRTIR, SJIXBaEH iptables (WECE .

ps -ef | grep dockerd

#{R - -iptables ZHAFAH N R E A false’

AE{FEH - -iptables = false'Z#0z 1T Docker SFH1E/F .
BN, NE/|RTEIEAE Docker SFHR#HE ¢

dockerd --iptables = false

Docker P RS B EE BN Z BB iptables #. 7E Docker SF#P#t
RS RE I E 25 iptables #80] 88 S 2% %k docker BIERIMN ., FH
iptables-persistent #F A iptables # M) TJ [ 5 B 52 X F0 5208

ZIAERA T, 'iptablesi& & 4'true’s

1.https://docs.docker.com/engine/userguide/networking/default _network/contai

ner-communication/

2.https.//fralef.me/docker-and-iptables. html
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24 MERTZENRBRCE

Docker ZBIMBERT, BECERIINARTEN

— NN ERCERWEM TLS, 7 /etc/docker/certs.d/<registry-
name>/B%T, ¥HEGOERN CAIEBEIARETE Docker FH £, =K
RENRBRECERRBEINRRECEILBIARER TLS WERCE.
ARZEEFRERERRTRRENEECE. FTRENHREE
TSRS TRSEEN, NTSBE~RETRZINE.

ks, MRBREERIFCHARRE, W “docker pul” ,  “docker
push” #1 “docker search” #p&FAEERIN, FBAEF o) BE JCBR Hsth i
AARREMRGEECENASKI,

REHER

HITUTHS, TREARAAZENEE
ps -ef | grep dockerd

BWit7iE

HERAE R “--insecure-registry” SEAFE

FEEARTIARENERECE.
L | B, REGTEMBERE) Docker FIRHRR
dockerd - insecure-registry 10.1.0.0/16

AL None.

RRINME BIMBERT, Docker REMANAMERECENTLEMN.

%% iﬁf 1.https://docs.docker.com/registry/insecure/
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2.5 ™M A aufs FFAEIRENTRF

AEFE A aufs'{EH Docker LI 1Z 4 IR TN

‘aufs FHERANEF 2R IBNFHEENEF. TET Lnux AZHTE, R
AIEESHEEEM Linux BtZHP. aufsIBEESH—E™=ENRNIZERR.
‘aufs £ Docker F R 2RB T AR B X3 WEFERF A overlay2
devicemapper. MEREZENE, TFLSFEARH Linux RIZAITARF,
‘aufs N .

4T BT 8% ST aufs R e 1 DA SR EN R 5 -

docker info | grep -e "AStorage Driver:\s*aufs\s*$"

LFEGEANIZIR B R R

AEZENE R aufs TEAZ IR,
540, NEBZ50 Docker SFIFFERE, WA ¢

dockerd --storage-driver aufs

aufs EAFRRJZTMTXHMAZERNTFNFHEERNERF. MREHE
RNEFLESTRT AR TRUER.

BUMBA T, Docker ERZHF G EfEMA “overlay2” # “devicemapper”
EAHERERHREF. BRNGHEENEFTRERRERSEMR. NMIZEER
ERGREXFNEEERNER.

1.https://docs.docker.com/engine/userguide/storagedriver/selectadriver/#tsuppor

ted-backing-filesystems

2.http://muehe.org/posts/switching-docker-from-aufs-to-devicemapper/

3.http.//jpetazzo.github.io/assets/2015-03-05-deep-dive-into-docker-storage-

drivers.html#1

4.https.//docs.docker.com/engine/userguide/storagedriver/
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2.6 docker SFFHEREECE TLS H4HMAIE

] |3k Docker SP3PHEFE IS 2 A IP Flis O IL R BRERIA Unix EEF Y
SNYEEEAM Unix B, BEE TLS SMEIFIRSET IP ik O35
io) Docker SFIR#HIE,

BUAER T, Docker P2 FHPE R IEBLM AT Unix EReF, FFIL

‘root” MPREZEFT. WRKEBINE docker SFHFRFE R NG EE] TCP
i A SR HA Unix BiEF, BAREERSDZEHEASEZEFHA
Sen i | T ISE 218 Docker FIRRER, #MTRUAEENRSE. B,
R 3%4 Docker SFHFIEFHEEI H—A IP /im A Unix BT,
WMRNFUBEIT MEEEFRE Docker SFHEF, 1B HTIFREFM
Docker Swarm APl B2 & TLS S48 .

'ﬁ'i‘l’ﬁfﬁ'ﬁ ps -ef | grep dockerd

| BREENTES
HERAE ,
- '--tlsverify' - '--tlscacert' - '--tlscert' - '--tlskey’'
12 -Ei)i 1% B Docker X145 Hth S % F iR 2| I T RATIRIE
Al BREBIEFRIP Docker SFIPFEFH Docker B P in AIEBHE

BIAE BINERT, KEE TLSIAIE

%% ik 1L.https.//docs.docker.com/engine/security/https/
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2.7 BB AIERY ulimit

W7k

HERHE

1R

©dosec XA

RIBHENIRIEIRBBIAG ulimit IEIRN

ulimit 2 4E3F shell o] BRBAES. BB RGTREH TN L FBEER
WORAEIRR, 0 fork Es%. ARMEEEMAAMAROITREEERRS
73 Docker SPHAF2FIR BBIA ulimit RETHAE R uimit. ABE
BMAENBERLE ulimit,  BEIAGY ulimit TTREER BT TREES.
Filt, ZBESHREHE FTEBEEXEKING ulimit,

ps -ef | grep dockerd

FRIRIBEEIRE - -default-ulimit S

FEFIPHERN TIETT docker, FFARIBAERAY ulimits {238 - -default-ulimit’
ERSE. Bl
dockerd --default-ulimit nproc = 1024 : 2408 --default-ulimit nofile =

100 : 200

AR ulimits RIEFRE, WAL ELAMBHARES, EETESH
RGTRER

KINERT, FEE ulimit

1.https://docs.docker.com/edge/engine/reference/commandline/dockerd/#defa

ult-ulimits
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28 BREFPGTEEE

REHER

BWit7iE

L2k

©dosec XA

£ Docker FIFEFFERAMAA R B3, TXAAHTERR
5. ZBRWNERTRBEEEAFZEEHN. IRERFRETELR
EX T root 177, WBEIILEIN, BEAZMBELLRE, THILHR
TN B9 (6]

Docker SFHFFEFF 37 Linux W% A P s & == (8] 32 #5 4 Docker ZHLER St
RETISINZEM. EATERERMFSHASTAID, XEAF
T4 1D EEN ARG ERANERAAMESEE 5.

Blgn, root BRAFEEABANNEENR, THREEIFHVRSE LM
root BY UID k.,

ps -p $(docker inspect --format="{{ .State.Pid }}' <CONTAINER ID>) -0
pid,user

Bilgn

ps -p $(docker inspect --format="{{ .State.Pid }}' a4723347b65b) -0

pid,user

RSB ELRRNOPID, REIEERBHABRKENENAA. @
RAESJHRE root §riafs, NAFELZEEXK,
Wiz f7 docker info ARRAFAEZESIETT :

docker info --format="{{.SecurityOptions}}'

T5% Docke X#4 7T BEGKMNEESR. BETREFEMmFH
Bl40, 7 Red Hat £, F UID #1F GID R QIEASBA TIE. DA
FeIERE . SBRMT
%145 BIEXH/ etc / subuid F/ etc / subgid fF7E
touch / etc / subuid / etc / subgid
% 22 . (£ --userns-remap #x& BB docker PP #FE dockerd

dockerd --userns-remap = default

AR AS B ERRGESAL Docker MEEARE, TTEF
Docker X#4MS &4 i MK BUEAE R

RIMBERT, BAGBRZSEASERRS,

1.hitp://man7.org/linux/man-pages/man’/user namespaces.7.html

2.https.//docs.docker.com/engine/reference/commandline/dockerd/#tdaem
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on-user-namespace-options

3.http./fevents.linuxfoundation.org/sites/events/files/slides/User%20Name

spaces%20-%20ContainerCon%202015%20-%2016-9-final 0.pdf
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2.9 1 FBRIA cgroup

REHER

Wit7iE
HERHE

Lk

A

AIAME

SR

©dosec XA

&EF--cgroup-parent I 5t 1% B T FrE A5 H9BKIA cgroup
parent, WRZFHHEHAGNZEERNREBRINE.

AGEERTEXBRNIBITH cgroup. HRGEERXERHEX
cgroup, A#Eth&7E docker cgroup TiEfT. NiZENFHIAE BIE
Mo BEMESEIARER cgroup, SBAESEMMIAZTHIE, Mmos
SENFRFER,

ps -ef | grep dockerd

1R - -cgroup-parent' S E AR E B IE B H1E Y AIIEEKIA cgroup.

RINMEBEBRAE, TTRE. WNRERFHNIEEIEERIA cgroup, RIS
¥ -cgroup-parent ZE1Zi# 45 docker SFHRPFERF.  Bld,

dockerd --cgroup-parent = / foobar

None

EIABER T, docker SFHRFEF{E/ docker for fs cgroup driver #l

system slice for systemd cgroup IRFIFEFF.

1.https://docs.docker.com/engine/reference/commandline/dockerd/#default-

cgroup-parent
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210 ZERFBAIBIATE AN

ARLEERT, THFERT 10C NERRZE, BEFAEF=EHKX

Mo

SHHEE RN TSRS ENAN. BATMETRERASS
S | mEMESRETT R, BARAYSE. BIZENREEEEE, BIEE
R sk 28 G R ME R -

E’L‘I’ﬁ‘}i& ps -ef | grep dockerd

ZERHAE W7 LRGBS, AN ER{ET--storage-opt dm.basesize Z%{

ol | MERE, REIRE--storage-opt dm.basesize

A None

BIAME BRIAZE AN 106

1.hitps://docs.docker.com/engine/reference/commandline/dockerd/#storage-

SR

driver-options
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2.11 /& F docker & P S HISAL

REHER

Wit Tk

HRAE

R

i

ARIAME

S 3

©dosec XA

fE FZA#1 Docker FANFEMF B 5 = HFIHRNALE 5 Docker SFHFREFRER
3F Docker & Fifar < B9 18]

Docker BRIAZ R AN & i ar SHITENEENTIE. EEFHFHE
Docker P72 7 (9 F &R 0] UE 172 Docker & Pindr <. XFEA
Docker IZ#2 API RIF AT #HRNIAAZ N, NRFEDNE
i e R, BT IXE FRIRARE R H S EORINE Docker SFHREFEEH .
6 FRIRARE M, Docker R 53 o] INEC B 8 400 2 15 o) SRS SR IR XY
Docker PPt R2f91/518) . Docker FY 5 =77 S AL ] AL {1 B C A9IRAR
B IUEK Docker FAMIFAE M (B) Kubernetes, Cloud
Foundry, Openshift) Z4M9 Docker SFHFH#EFERIIRN

ps -ef | grep dockerd

#NER{E A docker Z&AHIIZAX, T {# A - -authorization-plugin Z#ANE %Y
SR

B 1Y RE/BIBENGES.

E28  REFEREEIURE.

% 3% . EJ3 docker SFI#E, PR - dockerd --authorization-
plugin = <PLUGIN_ID>

ERENEG TS SEERE TR,

RINBRT, RRERDUEN

1.https.//docs.docker.com/engine/reference/commandline/dockerd/#access-

authorization

2.https.//docs.docker.com/engine/extend/plugins authorization/

3.https://github.com/twistlock/authz
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212 R BE AL HEICE

Docker IAXFFEMBTRFNEF. FHRASHRETARIFHEF
RFZERTIER.

SEPMZEATHRMAEENHSCRTRREN, NWHERRNE

REHER _
. Docker X HFMAMMEFWNRF, TRIEEFHLENR.

i&17 docker info FHR B EIL KB EFEMFIEE HTELM.

docker info --format '{{ .LoggingDriver }}'

Hit 75k

D RF WM TS EE --log-driver IR E .
HERAE
ps -ef | grep dockerd

F15  RREXHMEEMBNESRISNER.
%24 EAZEREXRFAIEFE) docker SFIRHIE.

L2k

5140, dockerd --log-driver = syslog --log-opt syslog-address = tcp :

/7192 XXX XXX.XXX

=Al None.

BIANE FINBERT, BaEEEN json XHAER

%% iﬁf 1.https.://docs.docker.com/engine/admin/logging/overview/
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213FHIBEERAE (v1) LRERME

REHER

Witk

HERHE

1R

A

AINME

©dosec XA

RHEY Docker RGCER v2. BEERGECERA (v1) LHIPHREE
IV

Docker FEREE V2 £ v FSINT I Z MR EMHH., EXHAR
FHEEFRIEFAMZ 2N, Eib, *F Docker V1 € EMBRIERNIZZE
PR I

ps -ef | grep dockerd

FEMSSNIZE - -disable-legacy-registry 1R 5354 docker SFH#RR
Enpriig

JB5 docker SFAPHHIZIN T

dockerd --disable-legacy-registry

[EARFE &R EEREE X BIRE

BUABAT, AWIRRERECERE

1.https://docs.docker.com/edge/engine/reference/commandline/dockerd/#lega

cy-registries

2.https.//docs.docker.com/registry/spec/api/

3.https://the.binbashtheory.com/creating-private-docker-registry-2-0-with-

token-authentication-service/

4.https://blog.docker.com/2015/07/new-tool-v1-registry-docker-trusted-

registry-v2-open-source/

S.http://'www.slideshare.net/Docker/docker-registry-v2
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214 B RAEHRE

REHER

W7k

ERAE

L2k

A
L NINI]
575 30k

©dosec KRXErH

-live-restore ZH O] U IF LTI EFHNBRET. THR Docker
daemon EX AR M ERASFEILRRF HEEHEINEEFEEEZR
%%O

o AMENRTE—NEENEM. 1E Docker SFIFHFHREFIRE --live-
restore' & o HfR Y docker SFHFHEAT AN BRI TASHR, X
BHRELSFHMNEE docker FIFHBMASSERARELTIE,

=17 docker info F#3{F Live Restore Enabled B i%E 4 true, docker

info --format '{{ .LiveRestoreEnabled }}'

HE, EHTUTHSIERFREEH--live-restore, ps -ef | grep dockerd

ESFIPH IR T 47 docker F{£iE'- - live-restore {E A S EL,

B0, dockerd --live-restore

None

BIANERT, --live-restore N2

1. https://docs.docker.com/engine/admin/live-restore/
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2.15 2 userland R I

LA AT EWMRETE, docker SFIF#HRERS B AT im 3 & HY
userland-proxy A1, #WRFERT DNAT AR, 128 A,

Docker 5| Z 424 7 AW HIE E i O # &K 2 A28, DNAT F userland-
proxy, TERZEIENT, DNATERZEIE, FATCRS T M, HER
A Linux iptables ThAE T & I ANE 4.

AR DNAT T F, W7 Bz 25 A userland-proxy B 2 & KB

ps -ef | grep dockerd

1R - -userland-proxy ZEIR B A false,

N

=47 Docker SFIF#HFEINT : dockerd --userland-proxy = false

FLIRAR Linux AZBI RS0 BE oA 35 DNAT, ELLFHE userland-prox Ak
%, o, RERNKEETES EMER userland-prox =2 M,

ZINERT, userland-prox 22 H.

1.http://windsock.io/the-docker-proxy/

2.https.//github.com/docker/docker/issues/14856

3 https://github.com/docker/docker/issues/22741

4.https.//docs.docker.com/engine/userguide/networking/default network/bindi

ng/

©dosec XA
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2.16 K AP ESEER B EX seccomp BLE L

REHER

BWit7iE

L2k

©dosec XA

MRFBE, BUMEFRETIFAERIBEEX seccomp BEEXfF, FHE
2% Docker B9ZRIA seccomp BL & XX 15,

RERZPREETENAILHERE, HPT2RREREBNETRE
HPEARBER. KEBYAEFATERENRZIFEA, FALLTIY
BT BRGIEARE MRS M.

o] B E X seccomp EEE X, TAZE A Docker BIBRIA seccomp BLE
3. AR Docker NBEVABCE XM AMITE, WTT PULERR I E
W

BT TEHESE “SecurityOptions” &4 5! H By seccomp BLE X
. WMRERIIN, BEEELkE, RA7T Docker BIEKIA seccomp B
BXM. docker info —format="{{.SecurityOptions}}

EEEEHIEBIAR seccomp LB XX

ERIAER T, Docker EBERIA seccomp BLB X,  NSRIXX X FTIRE
i, WABEXBREFTTa. HA, GUTNEFNABECH
seccomp EC&E S, FESTIFHRE BN A - -seccomp-profile ¥x

&, BEBAFHFEFETHSHMHF . dockerd --seccomp-

profile </ path / to / seccomp / profile>

HIRECE Y seccomp BLE XA O] e S R A 881517, Docker BRIARY
RESEAMRY, TIUBRA—EEANZERM, KL, AESRIA
B, REIZIEE /D

ZRINER T, Docker R F seccomp B2 & X 14,

1. hitps://docs.docker.com/engine/security/seccomp/

2. https.//github.com/docker/docker/pull/26276
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217 A IR R S LIS M ThRE

B 58 4 = IR R AV S S M I - Experimental

docker LB THREIL7E 2 — M 1THT docker SFIPHREARE, HEAEITAR
Sk docker PR, BURKWMINGE. KRMINEERERALR
RE, BERENMEITRRIEANKEER, FARRIEAP HIRREN,
B AR BRI TE & P~ IR R

ZETTENGS, FHRE Server 8948 Experimental B 1% & 4 false,

docker version —format="{{.Server.Experimental}}'

NiZiR [ false

REH--experimental EAIZFTH S L3 45 docker SFHPHERR

None

ARIANESLT, docker SFHFHEA R BUASLK INEE .

1. https://docs.docker.com/edge/engine/reference/commandline/dockerd/#opti

ons

©dosec XA
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2.18 FR&I B2 KRBT AR

EONERT, PR&EIAAREIT suid 3 sgid RIFKEFH AIAER .

— AN HERTINERZFIEE no_new_prive B X# fork, clone
execve, no_new_priv RS HFH#HRASEIT suid 5 sgid L3k
BEMEMFN., X, REERNEERERLTENE. EFPE
FRMNHTRBURRKINER T, FIEFERABERIITAINR .

ps -ef | grep dockerd

HR--no-new-privileges S FEER KK E A false,

iz 17 Docker SFR#EFEINT  dockerd --no-new-privileges

no_new_priv & A 1E & SELinux XA LSM /8] 4 Bidt i (Yt R AR 3.

ARINEAT, BRAIRFIHINR.

1. https://github.com/moby/moby/pull/29984

2. hitps.//github.com/moby/moby/pull/20727

©dosec XA
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3.docker SFPIEEX 4 ECE

3.1 %2 docker.service XHRIFTBETA rootroot

REHER

L2k

©dosec XA

ISE docker.service X Fr BB ENE S EMRIKEA “root” .

docker.service X EE T8 S ZE Docker SFIF#HEIT ARISURS L
Ak, BRiZE ‘root” WMEMEFRE, MUREFEXGHTEN.,

F14  HHEHALE | systemctl show -p FragmentPath

docker service

FR2 WRXMAREFE, WEBNWAER. WRZXH4HEE, BEM
ERAXHBRENTUTES, NRIEXHZHA root AL BT
4,

4N, stat -c %U:%G /lib/systemd/system/docker.service | grep -v

root:root

LRBESRRIZIREETAR,

SEB1 . HEXHALE  systemctl show -p FragmentPath docker.service

B2 MRIZXHAFE, NEBNUAER. MRXHEFE, BFEA

EFIXEHERENTIUA TS, BXENMERMEAFREREE A
“root”

5140, chown root:root /usr/lib/systemd/system/docker.service

None.

RXHURAFETRG L. EXMERT, WERIWAER. AE
AT, MRXMAFE, WZXHNAENINARENERZEN

“root”

1. hitps://docs.docker.com/engine/admin/systemd/
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3.2 % & docker.service SLHAPR A 644 S5 FE L BRI

ISF docker.service XX PR 2B IEFAR E H'644 HE LR,

docker.service X EE TGS ZE Docker SFIFRFITAKISURS L

REHER
Elb, Br “root” ZIMEMEMAFARRIZREXHNTENL.

F 14 HEHALE | systemctl show -p FragmentPath

docker service

FR 2 WRXMAEE, WHBURER. MRXMAFE, BEALE
BOXHBEENTUTHL, MRIEXHNRZETRE N 644 HEZR
.

f5lgn, stat -c %a /etc/systemd/system/docker.service

REZEA 644

S 1 HHEXHALE | systemctl show -p FragmentPath docker.service
BB, 2 WREZXMGAEFE, MR ER. MRXMEE, BEM
ERAXHBRENTUT B, BXHNRRE N 644,
5140, chmod 644 /usr/lib/systemd/system/docker.service

L2k

AL None.

RXHHURAFETRG L. EXMERT, WERIWAER. AAE
AT, MRXMHFE, WXHRIEFRE X644

INME

%% iﬁf 1. hitps://docs.docker.com/articles/systemd/
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3.3 & docker.socket SLH-BTHE A root:root

ISE'docker.socket XM BENAABMENESERETEAN “root” .

docker.socket X B & RES M E Docker it APl 1T HHIBURSEL.

b, ENIZAE ‘root” MR, WRFFXMHHTEM.

S 1 B EALE ;- systemctl show -p FragmentPath docker.socket
TER2  MEXHAFE, WHBYUAER. ORXH4ELE, BFEHALER
HIXHERERITIA TS, MRIEZXHEH “root” HAEMEAEH.

fBlgn, stat -c %U:%G /lib/systemd/system/docker.service | grep -v root:root

FIRFSARIZIREERTAR.

S 1 B SUEALE - systemctl show -p FragmentPath docker.socket
SB2 MR ZXGAEFE, WLBWAER. MERXHEE, BEA

ERBAXHRERENTUTGS, BXHAMmENMARRENEE A
‘root”

5140, chown root : root /usr/lib/systemd/system/docker.socket

None.

RXHURAFETRE L. AXFELT, WRNAEM. AIAER
T, MRXMAFE, WZXHERRERAARENIEREEAN root” .

1. https://docs.docker.com/engine/reference/commandline/dockerd/#daemon-

socket-option
2.https.//github.com/docker/docker-

ce/blob/master/components/packaging/deb/systemd/docker.socket

©dosec XA
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3.4 % B docker.socket SCHANBRA 644 55 % BR 14

g

REHER

Wit Tk

HRAE

R

©dosec XA

IS docker.socket AR 2 B IEFIR B 4'644' 5L F LR,

docker.socket X B & T RESHE Docker ITFE APl {7 AU S L.
Fitt, ©RNiZ 2B root SRR T E M,

HB 1 HEXHALE | systemctl show -p FragmentPath docker.socket
SR, MBRXHEARAEE, WHBYAER. MRXM4EE, EEA
EROHEERTUTSS, URIEXHRRETRESN 644" 5
FEIRA,

540, stat —cta /usr/lib/systemd/system/docker.socket

RNiZIR[E 644

LB 1 HEXHALE © systemctl show -p FragmentPath docker.socket
FR, 2 WREZXMGAFE, MR RER. MRXMEE, BEM
ERMARENTATHS, HXRREE 0644,
5140, chmod 644 /usr/lib/systemd/system/docker.socket

None.

RXHHUERAFETRGE L. EXMERLT, WERIWAER. AAE
AT, WMRXMAEE, WZXAHNXHRRIERZE A 644

1.hitps://docs.docker.com/engine/reference/commandline/dockerd/#bind-

docker-to-another-hostport-or-a-unix-socket

2.https.//github.com/YungSang/fedora-atomic-

packer/blob/master/oem/docker.socket

3.http.//daviddaeschler.com/2014/12/14/centos-7rhel-7-and-docker-

containers-on-boot/
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3.5 % B/etc/docker BRATHEIA root:root

Ak ISE/ etc / docker BRFFENAAFFENESGERIXEAN “root” .

BT BRI SN, '/ etc/ docker B RIEEEIEEEEA,
b, ©RiZE ‘root” MAEMIFAERAEIFERATEM.

REHER

: : WIS MUBEINZE 28 “root” WEMAEN :
Wit

stat -c %U:%G /etc/docker | grep -v root:root

e MUER S RNAZIR B R

chown root : root / etc / docker

XK B ZM P ENRARBERRER “root” .

L2k

Al None.

BRINE BINERT, WERMAENNARENERESSY “root” .

é}% ik 1. https://docs.docker.com/engine/security/https/
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3.6 W B /etc/docker B3RANBRA 755 S E LR H14

iR IUIE/ etc / docker HRINPREBBIEFHIZE A 755 W E LR,

/ etc / docker' B KB T EMERXMHINE B SIERFREZH. Hib, ©
ReeA root S AU B RN TEM,

REHER

: : HAIUTHRSUBRILERER 755" S E ZRHIHNR :
Wit

stat -c%a /etc/docker | grep -v root:root

SERAE FZERH 755

chmod 755 / etc / docker
X B FAINPRIEE A'755',

L2k

Al None.

BRI RINBERT, LB EHNRERIEE 4755,

é}% ik 1. https://docs.docker.com/engine/security/https/
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3.7 WEBCEIEPRIXHFEDA root : root

WIFFr B MR (B E AL F/etc/docker/certs.d/ <registry-name>
BXT) ¥9F “root” WHIFIFAEFRE.

/etc/docker/certs.d/ <registry-name> B g8 & Docker 212 CEIEE.
XEF B AIRA “root” MHEAEE, MNHEIPIEBHNTEMS

REHER

BTN T B2 MBEERAEEBXARE oot HEIE Group-
Wit owned #HH

stat -c %U:%G /etc/docker/certs.d/* | grep -v root:root

ZERAE FEAGSARNIZE EYE AR,

chown root : root /etc/docker/certs.d/<registry-name>/x

REBRGRECELB XA ENMARERREAN root” .

L2k

Al None.

RINBERT, FHREEEPXHNMAERMARENERREN

“root”

AINME

%% iﬁf 1. hitps://docs.docker.com/registry/insecure/
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3.8 B CRIEHXHRA 444 HEZFRHIME

WA RBRECEIERXH (BEALT/etc/docker/certs.d/ <registry-
name>H3xXT) BF "444" SHELSRHIFR,

/etc/docker/certs.d/ <registry-name> B g8 & Docker 212 CEIEE.
XUEIF R ARER ‘444" R, WMEIMEBMTEMN,

REHER

NTUTHLURIIRGREFELBXMHREERE 444" HEZRHIN

PR : stat —cY%a /etc/docker/certs.d/<registry-name>/*

W7k

oot | BIRE 444

“chmod 444 /etc/docker/certs.d/<registry-name>/*
XEBRECEILEBXHDNRIRE 4444,

1R

AL None.

RIMBERT, FREELEBXHNNRTEARZ 444" o BOAXHN
FREBR G A ER umask EIZH.

BIAE

é}% iﬁf 1. hitps://docs.docker.com/registry/insecure/
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3.9 1% & TLS CA IE B HATBEBA root : root

REHER

W7k
HRYE

1R

A

BIAE

SR

©dosec XA

ISIF TLS CAE B (5--tlscacert B#— B3 MNX4) 2/
‘root” EMOHEMEN.

TLS CAIE B XM RZERIF, AREMER. THTIEEN CAILLS
BiE. HEib, EXJH ‘root” H#H, WA CAIEBHNTEN.

P T 44 IIAE TLS CAEBXHREEME “root’” FHAHEF -

stat —c %U:%G <B&1Z2E] TLS CA IEHB 44> | grep -v root:root

LFEHLANIZEREHERRE,

chown root : root <B&{Z % TLS CA IEH 304>
XA TLS CAIERB X HAIFENMERBEEE AR “root” .

None.

BUABERT, TLS CAUERBXHFHFENFEABRHEREE N “root” .

1. hitps.://docs.docker.com/registry/insecure/

2. https.//docs.docker.com/engine/security/https/
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3.10 % E TLS CA UE BILHANPRA 444 = FE ZBR &4

IS TLS CAIE B (5--tlscacert S ¥—REREHXH) BF
‘444" = FE ZBRFIAIINER o

TLS CAIE B XM ZEIRF, FREMEX. A, SBHAE
‘444" IR XA CAIEBRITEM

REHER

PATU TS MBI TLS CAIEPXHEERRE 444" HELMREIHIN
PR : stat —cla <E&{FE| TLS CA JEH 4>

W7k

e wE 4

chmod 444 <B&1Z%] TLS CA IEB 305>
XREHE TLS CA SUHFBI TR B h'444',

1R

AL None.

BINMBERT, TLS CAIEBXHANRTEERZ 444" o BUIAH
FREBR G A ER umask EIZH.

AINME

1. hitps.://docs.docker.com/registry/insecure/

SR

2. https.//docs.docker.com/engine/security/https/
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3.11 % & docker R/ UERLHATE A root : root

REHER

W7k

HERAE
&85
A

AINME

SR

2. https.//docs.docker.com/engine/security/https/

©dosec XA

LSAF Docker REGSIEB XM (5--tlscert S —REFEN M) BEHH
“root” FIEBWPWE.

Docker (RS FIE B XU R ZERIP, AZEAMEXR. ©HATRIE
Docker R85, HIt, ©APE “root” WMBEMNEIFIERMHNTEM.,

WIT U T a2 ABIE Docker BREIEBXHREESH “root” HEMHA
wE
stat —c %U:%G <E&12 %] Docker PR & 28 B 304> | grep -v root:root

LFEHLANIZEREHERRE,

“chown root:root <E&f2 %) Docker BR5 28 1E B X 4>
X¥ Docker RS #3IE B A RIFFENXFAFFERIRE N “root” .

None.

BIAMBR T, Docker RE#RIEB XM ARMARENERHREN

“root”

1.https:/docs.docker.com/registry/insecure/
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3.12 % E docker FRESRIE P SXHANBRA 444 HE LR

ISIE Docker BREBIEB XM (5--tscert S —L @I BF
"444" BB Z BRI AIANER .

Docker fR5aIL B XN REIRIF, AREFMEN. EIt, E2HR

ZLHESR N
FH 444" HIPPRIAAEIPIE BT EM.

MITU T 5% DIBEIE Docker BREBIEBXHREEE 444" HELR
e EERGE
stat —c %a <Docker JR & #881E S HIER 12>

| mEE

chmod 444 <§&12 %) Docker BR&- 28 1F B> 4>
XAFHE Docker BR S 28 SR U BRIZ B 4444

L2k

Al None.

ZINER T, Docker fRES#IEBXHHINRTREARZE 444" . BRIA
XAFBR B R L s A A4 ERY umask E1EH .

AINME

1. hitps://docs.docker.com/registry/insecure/

SR

2. https.//docs.docker.com/engine/security/https/
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3.13 % & docker fREREUEBEEEASLHATE A root : root

REHER

W7k

HERAE

L2k

A

AINME

SR

©dosec XA

IS1E Docker RS SFIEBEAE (5--tiskey ZE—REBHMHEF) 2
e “‘root” #HE.

Docker [RGB BEAXMHN ZERIP, AREAENSH AL EMNE
B. TR Docker fREFHEBHIFALA. HIb, ©XLIE “root” #EH
HE, DI Docker PREBIF BT EE M,

WATA T L BIE Docker FRSFIERHPHXMHREH “root” #HH
stat —c %U%G <E&1ZZE] Docker AR E5=RIE BEHEAXM> | grep -v rootroot

LFEHLANIZEREHERRE,

chown rootroot <E&f2%| Docker BRE281E P 248 X (>
XX Docker BREFIEBE AR BENAAREBEEE A

“root”

None.

BIAMBER T, Docker RE=RIEB AP ENMAMBENEFRRE

y\] “root” .

1. hitps.//docs.docker.com/registry/insecure/

2. https.//docs.docker.com/engine/security/https/
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3.14 1% & docker FR & #RUE B H SRR A 400

REHER

W7k

ERAE

L2k

A

AINME

SR

©dosec XA

IS1E Docker (RS SFIEBHEAHF (5--tiskey' ZE—ZIEHBHIEF) B
MRA “400" .

Docker fRE=HIEBBAXM N R ERIF, FREFTELAI AL ENR
B, TEfRfF Docker REFAEBHMA. EiL, EHBHEE 400" B
PR, IA4E4R Docker FRES2RIEBAISTTE M,

T T2 BRI Docker (RS FIEBFAXMHEETEE “400" A9
IR
stat —c%a <Docker R &5 28 1iE B 2 $A U RO BR 12>

iR [E 400

chmod 400 <E&12 % Docker BRE-#31E B %A X 4>
X¥ Docker (R SFIEPHAFNRIEE N “400"

None.

BIMBER T, Docker RE=RIEBHANM MR ITGEARZ 400"
BN R R R G 3 A PR E B9 umask B2

1. hitps.//docs.docker.com/registry/insecure/

2. https.//docs.docker.com/engine/security/https/
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3.15 1% E docker.sock XH-FRBEA root : docker

ISJIF Docker sock Xf£H “root” #HE, MAFZEA “docker’ .

Docker SFiR#EAZIN root P SMETT. Eib, FIAA Unix EEFAIH
root fifF. MREFEMAFAIHBRBAEUERT, BAZESNALH
HIETEE S Docker SFIFHERE ., HIN, XHFMIERFNAHASHAETRE
5F®=XE. XHFFERLE,

758, Docker ZKFEFEIE—1RA docker (WAFE. TTRUKAAR
MENZE, RIEXLRFREEBIESIIAR Docker Unix 5. docker
ARARRGEERATHRES., MRETHGARELERET, BAZE
FIMR R TT8ES 5 Docker SFIFHRERXE.,

Rk, RRINEY Docker Unix B F XU docker BB MIR, MU4ER
ERFXANTEN.

HITIU T &2 IMIEIE Docker EEFXH2MH “root” #H, B “docker
HENA

stat —c %U:%G /var/run/docker.sock | grep -v root:docker

LEEHLANIZEREERRE,

chown root : docker /var/run/docker.sock
XK BENEEA “root” FHFBENEl “docker” {EAEKIA Docker &
BEF X,

None.

ZINER T, Docker EEFXHHIFMENMAMBNERZTENAN “root :

docker”

1.hitps://docs.docker.com/engine/reference/commandline/dockerd/#tdaemon-

socket-option

2.https.//docs.docker.com/engine/reference/commandline/dockerd/#bind-

docker-to-another-hostport-or-a-unix-socket
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3.16 % & docker.sock XHNBRA 660 5 &E 2 BRHl1E

ISIE Docker EEFXMHEERE 660" HE ZREIAINR

R A root'fl'docker' B BY 52 A F BV S ABKIARY Docker Unix B35,
Ft, Docket EEFXHNAE 660" = E ZRHIAINIR.

AT TS MRIE Docker ERFXHEEERE 660" HE LR HIH

BR : stat —cha /var/run/docker.sock

Ni%iR [E] 660

chmod 660 /var/run/docker.sock

XY Docker EEFE R XN BRIZE 5'660',

None.

AIANBEI T, Docker E#F XM HITN R E#H 1R & H'660'

1. https://docs.docker.com/engine/reference/commandline/dockerd/#daemon-

socket-option

2.https.//docs.docker.com/engine/reference/commandline/dockerd/#bind-

docker-to-another-hostport-or-a-unix-socket

©dosec XA
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3.17 % & daemon.json XH-ETB A root : root

IE1E daemon json' X4 FrE XA ENEEEFHEEA “root” .

daemon json X B A T REX M docker SFHFREFITANBRSEL

tt, ENIZHE ‘root” #E, MNEFXHHTEN.

TN TS MBEZX R oot A RMANERAEH

stat —c %U:%G /etc/docker/daemon.json | grep -v root:root

LR ANIZREERRE,

chown root : root /etc/docker/daemon.json

XK XA RMARARIEEA “root” .

None.

ZXHIAEAFETRG L. EXMBERT, WEUFEH.

1. https://docs.docker.com/engine/reference/commandline/dockerd/#tdaemon-

configuration-file

©dosec XA
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3.18 ® & daemon.json SLHAXPRA 644 =5 Z BR M4

B IE daemon.json XXX PR E S EFIR B H'644'HE ZRE.

daemon json X B A T REX M docker SFHFREFITANBRSEL

I, REEEIT root RIREXMHHTEM,
MITUT S URIESHNREEERIXE LN 644" HEZRF

stat —cl%a /etc/docker/daemon.json

NiZiR [E] 644

chmod 644 /etc/docker/daemon.json

RORHEIZ AR XA R IR B 25'644

None.

ZXHIAEAFETRG L. EXMBERT, WEUFEH.

1. https://docs.docker.com/engine/reference/commandline/dockerd/#daemon-

configuration-file

©dosec XA
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3.19 % & /etc/default/docker SLHFRAE A root : root

ISIE “/ etc / default / docker” XFrENMAFRENESLHIRE N

“root”

/etc/default/docker X HEE A T RES A docker SFIFHTEFT AN S
#. Eit, ENIZHE “root” E, UHEFPXHHTEN.

REHER

AN TS WRIEZX R oot AT EREM

stat -c%U:%G /etc/default/ docker | grep -v root:root

W7k

SERAE FEBGSARRIZE BT AR,

chown root:root /etc/default/docker

XK XA RAMAREIREA “root” .

1R

AL None.

BIAE EXHTRAGFETRSE L., EXMELT, WRIREA.

é}% iﬁf 1. hitps.//docs.docker.com/engine/admin/configuring/
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3.20 1% & /etc/default/docker STHANPR A 644 55 % BR &4

IS 1E/etc/default/docker S PR B B IEFIR B 4 644’ E LR

/etc/default/docker X4 E & TS ZE docker SFIF#HRIT HIBUERS
#. Eib, REBIT root RIREXHHNTEM,

RTN TS UBIEXHRRBERRE Y 644 RESMH -

stat —cha /etc/default/docker

N %R [E 644

chmod 644 / etc / default / docker
O HEIZ S B I BR IR B /644

None.

ZXHIAEAFETRG L. EXMBERT, BEUAREH.

1. hitps.//docs.docker.com/engine/admin/configuring/
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4 BRIREFIESUY

41 RIBEBRRAAF

ik

REHER

BWit7iE

ERAE

L2k

©dosec XA

ABEREMBRA Dockerfile FAYA BRI ETE root AR,

R, EETF root R SMEBETRERE—MRENBEZ. RARA
PRz TR, BERORAAERFRETIEET AR, MAIA
BATERBEAZBAET, FEAHEERENAATESEENR
Eq-O

docker ps --quiet | xargs docker inspect --format '{{ .Id }}:

User={{.Config.User}}'

RS NIZBEFFAFABHAF D, WRAIZE, NERTERU

root HHMETT.

HRARFEBHRA Dockerfile @& A TH5$ - USER <A/ &3k ID>
HAAPER D 2 UERSBEMBEGRTIRINA,. NRERS
EMFGRP LB E/EMA,, N USER $82 Z BTRIN useradd 7
AN E A

140, 7 Dockerfile REIEA S

RUN useradd -d /home/username -m -s / bin / bash username USER
username

AR MRERFEEB/ATENAS, BEEXEMERTN. MERXL
RRE, REZER REERFHEHRIEEER,

None.

RINERT, B root NRIEzTT, FIUAFFHIAF root B#Hris

7o

1. hitps.//github.com/docker/docker/issues/2918

2. https.//github.com/docker/docker/pull/4572

3. https://github.com/docker/docker/issues/7906
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4.2 RREERTENEMER

HBRB[/BE/EMLITRREERN, LERETRIREECETHNA—
TEEZATEMNERRER.

B FEEER Docker H XSt AL 1LH) Docker $81&. TREILTF
| EHARRSMARTEMEE. TEM Docker F18 = KA R4S EAT,
EEEEA,

%1% - KE Docker EHINEFHNITIUN TS A Docker F
docker images

X H LT BT Docker TN RHRER. HREZEERHF
KEUEHE, IERRGIREBERENRERCERTN, ol EHLEMAM
FRH TAG BIREAMRE H T ERR.

P, 2 - XF7E Docker AL EHFIMNEA Docker Ffr, HKEFRBRAM
#2AR, MRIFEEXRBTEXRIE | docker history <imageName>

HET R G RIRAIE N

B2 B F11# F Docker W B{=1E.
oL | 463 Docker 5B RIEE BUTE R ENE FETHRE .
134 Docker & B R ERBE R FHRE.

Al None.

BUAE x

1. hitps.//titanous.com/posts/docker-insecurity

2. https://registry.hub.docker.com/

3.http.://blog.docker.com/2014/10/docker-1-3-signed-images-process-

injection-security-options-mac-shared-directories/

4. https://github.com/docker/docker/issues/8093

5. https://docs.docker.com/engine/reference/commandline/pull/

6. https://github.com/docker/docker/pull/11109

7. https://blog.docker.com/2015/11/docker-trusted-registry-1-4/

43 BRPTLRKZBDENGTHE

ik BREIFRRERGHRENRA. TERREANFTENLRMT.
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REHER

1R

A

INME

SR

©dosec XA

BRIPENRATRSENETRNRENG . Fit, BR7AFNELE
BENRMZIN, TEREHMBRORMS.

SR 1 BEATU TG HAERTHEELA : docker ps --
quiet

BE2  WFEIEREE, PITUTHERN®S  docker exec
$ INSTANCE_ID rpm -qa

5% docker exec $ INSTANCE_ID dpkg -
ERRATFHRNEEEETHR AR EaEEAR.

RapSHIHLRAERRLNE. BRIRABREREEN,

WMROTREMNIE, FRERR/NERFRMAZIFERN Redhat / Centos /

Debian 8. T IMi£#F BusyBox # Alpine,

R T UGS/ A/NM> 150Mb 1E35 E 20 Mb &4, E ] UE
Er9 TEMERERRIUR.

None.

REM.

1. hitps.//docs.docker.com/userguide/dockerimages/

2. http://'www.livewyer.com/blog/2015/02/24/slimming-down-your-docker-

containers-alpine-linux

3. https://github.com/progrium/busybox
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44 FBEFHRFAFEMRE S22 THNER

REHER

BWit7iE

L2k

©dosec XA

MZEEREFERNERER. ERREREKTNNT.

ZEWNT I UBRRGNZEEE, TUERERBRARIAXE
HEGTOEAMERENFR RERETHNNT UAEXERR.
B EFERFEEME R E,

Beoh, mRFEGRIEFRE TR T MIATZH G R, T ARIGER
AFFBRLE, NEEF.

BT BERTUTHELXIIEMBETHRFEA - docker ps --
quiet

BE2  WFEIEREE, NI TENSFINGTSRERETRPL
ENEMNIIR. HBREZESMIZWREENLEEH. docker exec
$ INSTANCE_ID rpm —qa

FE, THUETREREFARIRE TUMNABESEETNMER
%, REBE. B T{EMA DoSec HBA S M EERMNEEAMIE,

ERUTHSREFMETE LS THER

F1L BMHEMMBEERRER (B4 E—4A Dockerfiles, #ZEXE FROM 5
SHEBRNMAEHER, FEHRRENMUEEER/BIMRAE)

B 24 BEEREENHRER | docker build --no-cache

B3L EAEHNRRENBRIMBERS.

T | ZE Dockerfile H1488 F§ ONBUILD $54 k itk 28 BIER A BB Y
BEEHIES.

None.

BINBAT, BRREMREAZANER.

1. hitps.//docs.docker.com/userguide/dockerimages/

2. https.//docs.docker.com/docker-cloud/builds/image-scan/

3. https://blog.docker.com/2016/05/docker-security-scanning/

4. https://docs.docker.com/engine/reference/builder/#/onbuild
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4.5 /B F docker K B{SE

RINBRATEARAREE HTREERL, TUEA.

WA EENEIZE Docker RRCELEMEBHBIREMT EALFE
oo BRGRES . REREATEFRRIERERERENTEENRGE.
R T BRBEROKENEEM,

- hiilbos | echo $DOCKER_CONTENT_TRUST

b | RRE 1.

Z7E bash shell FEARREE, BFRANTHL !
(o L0 | export DOCKER_CONTENT_TRUST = 1
HE EREXGHHRELFELTE NWESXEXNBANEER.

7EI% BT DOCKER_CONTENT_TRUST W3RiEH, BEELIRFE G BERE
FidfE - MR, G, B, HEMEfT. o AEMA--disable-
content-trust #R SR RBEBERCHR LETRMAORE, —RATFUR
B, EMRRPRRAEEA.

RINBERT, ABREEHER.

1. hitps.//docs.docker.com/engine/security/trust/content trust/

2. https.//docs.docker.com/engine/reference/commandline/cli/#notary

3.https://docs.docker.com/engine/reference/commandline/cli/#environment-

variables
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4.6 ¥ HEALTHCHECK 15 BB SR INEI B 884515

7E Docker B 884514 7 I HEALTHCHECK 354 M3 IE7EiE T I A 283
TEBETRARE.,

&
ZEMEEEN—MEMMETAM. K HEALTHCHECK 35 7R INE!
AHFETHR docker SIBEHREBTHARIOHIZEFAIZIE

€. MBREFINEZT. RBREOEEIR, docker 5|ZTTINRY
FTERBIFEBUITERE.

REHER

EFUTHS, FHR docker %X HEALTHCHECK 84K &,

W7k

docker inspect --format ='{{.Config.Healthcheck}}' <& ID>

SERAE N 43R [EE B

oL | ¥REB Docker XY, FfEF HEALTHCHECK 84 ER A REBE&.

Al None.

BEINE ZINER T, HEALTHCHECK RiRE.

é}% iﬁf 1. hitps.//docs.docker.com/engine/reference/builder/#healthcheck
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4.7 "¥E dockerfile FP &%d{E FHE Hran<

AE B h{FEA apt-get update EEHIES, tBAETE Dockerfile H1# A
BHIES

# Dockerfile RAINEHFIESRHEFEMNEZ . HEABRNESHE
RGN, BEAENEFNERRER. XUEIEEEMFTRA
FHENE UFHRRA .

F1H  EHTUTHELIMKIERTIZFR : docker images
F2H  WEEINRFHENMRBETUTHS, FERETAERE
4 docker history <Image_ID>

HE, MBERGHEESRE Dockerfile, FHIANEE EREFHIET,

TEHES

EREREOR, BEARTNEERARED.,
oL | BUETIEE docker AT A2 FRE - -no-cache #RE, BB G fE R
)%O

AL None.

BIAE ERINE R T, docker S EH LRSI,

1.https.://docs.docker.com/engine/userguide/eng-image/dockerfile best-

%% iﬁf practices/#run

2. https.//github.com/docker/docker/issues/3313
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4.8 G F MRS setuid FA setgid PR

iR MR E B A setuid F setgid AXPREA 1L B =% A AVIRIN I &

setuid F setgid T AFRANR ., BARAXLNRERNMLA, NEEARE
BARARFENRAFEMERIX LR,

REHER

HRBEBETUTHLMUIIHES setuid 1 setgid PR BB HITXHF
it A% docker run <Ilmage_ID> find / -perm +6000-type f -exec Is -Id {} \; 2> /

dev / null

s | AR TEIR, BRRTEAEN.

RAEFZEC[HITAE LRI setuid F setgid TR, TJAEMBRIBIIAE
-+ Liti7 | Dockerfile RN T a5 RAMERIXLEAN PR, HxIF A INTE Dockerfile 3
&  RUN find / -perm +6000-type f -exec chmod a-s {} \||| true

LSS S B M setuid 5 setgid IR (BIFEENE) BT
HIENIT, . BE/JVDANE,

A

BIANE Not Applicable

1. hitp://www.oreilly.com/webops-perf/free/files/docker-security.pdf

2.http://container-

solutions.com/content/uploads/2015/06/15.06.15 DockerCheatSheet A2.p
df

3. http.://man7.org/linux/man-pages/man2/setuid.2.html

4. http.://man7.org/linux/man-pages/man2/setgid.2.html
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4.9 7£ dockerfile F1{# F copy fiA2 add

7£ Dockerfile F{# f COPY &4 A2 ADD 54

COPY 6L REB XM MA EH EFIZI RS ERS. ADD 54T
Coo i 0 | BERMIETR URL TEIXAE TR MM ESEE. FEiL, ADD #541E
PIT M URL FRANER SCH R RS .

FRB1 BT TaSRIERSIR © docker images
S8 2 X ERIFRPHENEGRITIU TGS, FEHTT ADD #5
4 docker history <Image_ID>

AN T Py 4E % 1Y Dockerfile, ERIFE2EH ADD 54

W7k

sl RAKTEE ADD 154

EE’E & Dockerfiles {55 f§ COPY 5%,

=AU TJHER ADD 15 IR MHAVTNRE, BIZIMIZEE URL FREUC M+,

BIAE Not Applicable

1.https://docs.docker.com/engine/userguide/eng-image/dockerfile best-

SR

practices/#/add-or-copy
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4.10 BB BRI FHETE dockerfile

REHER

Hit 75k

ERAE

L2k

A

AINME

SR

©dosec XA

REZ Dockerfiles REFEMSTRER.

BITEA Docker HE RS, JUEEZSMIAMILHER. BEE
N, EBREHERME Dockerfiles kMEEMR . Frld, Dockerfiles A H]
DERERURESEREFWERFAA,

F 1% BT HLIMIKIERTIZFR : docker images
F25  WEEIRTFHEIERETUTHS, FEREEEIEE
g

docker history<lmage_ID>

MRH IS E BRI Dockerfile, EHINEBSERES.

RRZEWERER, WHPKS, RERSE.

AETE Dockerfiles R EFEEE TR BTZER.

HYGER, BEFEHENER

EINE R T, 7 Dockerfiles FR{ZAEEE B AL R H PR &,

1. hitps.//github.com/docker/docker/issues/13490

2. http://12factor.net/config

3. https://avicoder.me/2016/07/22/Twitter-Vine-Source-code-dump/
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411 N L3 BRI HE

g

REHER

W7k

HERAE
1R

A

AAIAME

©dosec XA

ERRHEREIRERPZ, RIERGETEL.

RIFRHENTENN THREZENARREEXRER., FAENKAEE
JRARERIEFE LT REENANERNRRE.

F 1% BT HLIMKIERTIZFR : docker images
F28  WEEIRFOEINREETUTHS, FEFRGENEEN
docker history<lmage_ID>

A0 PUARIRRE Dockerfile, ERIIRERE T REBNEEM.

£/ GPG A THMEILEFMEFN R EREFIHALEREEI L
ML

None

RiER

1. hitp://www.oreilly.com/webops-perf/free/files/docker-security.pdf

2. https.//github.com/docker-

library/httpd/blob/12bf8c¢8883340c98b3988a7bade8ef2d0d6dctS8a/2.4/Dock

erfile

3.https://github.com/docker-

library/php/blob/d8a4ccf4d620ec866d5b42335b6699742df08c5f0/7.0/alpine/
Dockerfile

4. https://access.redhat.com/security/team/key
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5 BRRIS{TRIRIP

1 B F AppArmor B B

ik

REHER

BWit7iE

ERAE

1R

©dosec XA

AppArmor 2— M EMA S TEAN Lnix FARFZERS. )
FEIRZ Linux X{Thk E{#EF, a0 Debian 1 Ubuntu,

AppArmor BT HITREREE (thFRA AppArmor BCE X ) KR
Linux BIERZHN ARFRZEMEM. BTN ARF[UEBCH
AppArmor B2 & X5 FH Docker B9EKIA AppArmor BL & X 14,

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

AppArmorProfile={{ .AppArmorProfile }}'

RS NIZAENBRFLAIRE—NF A AppArmor B & .

MR AppArmor & B FRE Linux BIER S, TTRRFEZEEUTSR
IRIERBRET AppArmor.  MRFH, BHRHE.

2.3 Docker A5 EIED SN AppArmor BLE X 4.

3R UEE XM E TR,

AfERABEXH AppArmor BLE X4 55 Docker a8, {5170, docker
run --interactive --tty --security-opt = “apparmor : PROFILENAME”
centos / bin / bash

5%, T IXfREE Docker KBRIA apparmor EC & X1

AppArmor BCE X HHEX I—HIRERRTI. WMREEFER D6
TETERIE,

ZINER T, docker-default AppArmor BC B XN B TiZ 78S, 1%
B & {4 0] [ 7E/etc/apparmor.d/docker 3% 2,

1. hitps.//docs.docker.com/engine/security/apparmor/

2.https.//docs.docker.com/engine/reference/run/#security-configuration

3.https://docs.docker.com/engine/security/security/#other-kernel-security-

features
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5.2 B SElinux Z2435% T

SELinux E— 1M BB ST FE AL Linux ipaiEs# &, BAERT,
T MAERZE Linux KIThR LA, 0 Red Hat # Fedora,

SELinux 3RERF A1 IEH] (MAC) RZ, KAHERE T ERIANERIID
Scniion -0 | =Hl (DAC) R, Rk, RGBT Linux EH1_E B SELinux (A
RiEA) RIBMFIMNIL SRR

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

Hit 75k

SecurityOpt={{ .HostConfig.SecurityOpt }}'

ZERAE FRGARIBRE SR BREBNIEREE.

AR SELinux & B TREY Linux 1R G, EEAE. TREFTEEBHEN
TR

1% & SELinux RR7ZS.

2% & SELinux 5HE

15 3.8 Docker A= EIE SN SELinux KEEIRIR .

4.5 F SELinux BY~F#P 2 FFAR U T /550 Docker.  f5J#0, docker daemon
--selinux-enabled

5. AR EEI BN Docker Ha5. %A, docker run--interactive --tty

--security-opt label = level : TopSecret centos / bin / bash

selinux BLE X EXN—ERERS . MREBFER BRTEL
BT IAE.

KINBERT, AR AN SELinux %N,

1.hitps.://docs.docker.com/engine/security/security/#other-kernel-security-

features

2. https.//docs.docker.com/engine/reference/run/#security-configuration

3. http.//docs.fedoraproject.org/en-US/Fedora/l 3/html/Security-

Enhanced Linux/

4.https://access.redhat.com/documentation/en-

us/red hat enterprise linux atomic host/7/html/container security guid

e/docker selinux security policy
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5.3 linux NAThREEERRE N R

ZINER T, Docker FA—AHZMRFIA Linux RAZINEEBEIARE. X
BEWRET T AHARRETIENIIGE, MAZ rootiFEl. fFHA Linux
RILIhEE, XLEHBEARNLL root R BHHETT.

Docker XHERMAMBINGE, AFEAERARES M. XTESE
Docker BITHRINEEE MRS, =EBEITEMINERRD REM’,
Snii o e, BWBRERBHERHERNAETE.

B, AHFHFBRBEAFTENTH/RAIIE | NET_ADMIN SYS_ADMIN

SYS_MODULE

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

CapAdd={{ .HostConfig.CapAdd }} CapDrop={{ .HostConfig.CapDrop }}

BAERMAMMEREY Linux AT BT 8N BRI Bt HRER

BT

HATIA T AR BRI TIRE

$> docker run --cap-add = { “Capability 1" , “Capability 2" }

5140, docker run --interactive --tty --cap-add = { “NET_ADMIN" ,
“SYS_ADMIN" 1} centos : latest / bin / bash

MATIAT 6 S MBR A THE ZAIINEE

$> docker run --cap-drop ={ “BE51 1" , “BEH 2"}

5140, docker run --interactive --tty --cap-drop = { “SETUID" ,

L2k

“SETGID” }centos : latest / bin / bash

HE,

O] DUEFEMIBRFT A Thee 3t RN B IhEE -

$> docker run --cap-drop = all --cap-add = { “Capability 1" ,
“Capability 2" }

5140, docker run --interactive --tty --cap-drop = all --cap-add =

{ “NET_ADMIN" ,  “SYS_ADMIN" } centos : latest / bin / bash

ETARMSMBRE Linux RAZTNRE, BRPINESZEIRS.

FINERT, UTIheE T AF A= . AUDIT_WRITE CHOWN
DAC_OVERRIDE FOWNER FSETID KILL MKNOD NET BIND_SERVICE

NET_RAW SETFCAP SETGID SETPCAP SETUID SYS_CHROOT
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1.hitps.//docs.docker.com/engine/security/security/#linux-kernel-

capabilities

2. http://man7.org/linux/man-pages/man?7/capabilities.7.html

3. http.//'www.oreilly.com/webops-perf/free/files/docker-security.pdf
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5.4 ME AN E R

£ --privileged FrEWEFTE Linux RIZTNEEIRIEA DS MMmBEE-
cap-add #-cap-drop fri&. BEDTBEAEFERE.

--privileged fRE&E G AR T A 8L, 3 BIRIRFH T cgroup = HI280FT
Cocniioo o0 | FRARRE.  BAER AR T UMULEEN TSN Y], XAMRE
FE R BB B R 7E Docker F13iz T Docker —#%.

2 docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:
Wit &

Privileged={{ .HostConfig.Privileged }}

ZERAE PRGOS HEANARLARE Privileged = false.,

AEETH A --privileged FRE B
EEiEE Blan, ANEREFIIM T AR : docker run --interactive --tty --privileged

centos / bin / bash

=AU BRECMEZSMNY Linux ARRIIRER A AR AL

BIAE False.

1. hitps://docs.docker.com/engine/reference/run/#runtime-privilege-and-

SR

linux-capabilities
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5.5 BTV REERRERAERR L

FEAFEBRNEVNARGER (WTHT) EABERSHTER, &
ARAZSHRAT,

// boot/ dev/etc/lib/ proc/sys/ usr

MRGRBFMUESITNER, WU EHRERPHXGHTE
N, XEFHIARREREEM, BEEFMW Docker iBEM.

REHER

2 docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:
Wit &

Volumes={{ .Mounts }}'

LRGSR MYFIRE B RXNIIR, UREBNUENBERIHINIES
RXHTEH,

HERAE

(E2-Ki)i FEFTNBEREZHHEEAR L, LHEAESHERT.

Al None.

Docker BINAEEH, BHIUTMNMRBEARER—IMER. AMER
T, FEFFLERGRNINER.

AINME

%% iﬁf 1. hitps://docs.docker.com/engine/tutorials/dockervolumes/
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5.6 SSH A EBSEHIETT

SSH AR5 AR iZ A A #r NIETT,

FERFBRNEFT SSH T PUE IR & BIBHE F 1

HIXEIE SSH REG=MVipE RN a MM

HNE RS MARNBAMED

MINEIE SSH RS RN EFR

T IXFEARGE A SSH (9B T BRAZH 1T shell 5/8), BERALEHIEM
REBEMNERM.

REHER

FEI1 BERNTU TSI HEIEETHERLA
docker ps --quiet

FR2  WTEIEHRLG, MTUTHS !

docker exec $ INSTANCE_ID ps -el

WIR%HE SSH RS

MABEHEIE SSH BRE 28, FH{E A nsenter S HM{EEI 4% (40 docker
exec 3¢ docker attach) 5&#LFI#HTZE, docker exec --

L2k

interactive --tty $ INSTANCE_ID sh

OR docker attach $INSTANCE_ID

Al None.

BIANE BIABER T, SSHRSAERRAIZT. SNBRIAAFT—NHRE.

1. hitp://blog.docker.com/2014/06/why-you-dont-need-to-run-sshd-in-

SR

docker/
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5.7 45 8m O B IS B AR 0

REHER

Wit Tk

ERAE
&85

A

AINME

SR

©dosec XA

KF 1024 B TCP / IP iz OSHWIN AR R D . HTEMHZERER,
LEAAMARRIRFERTN.

BOABR T, WRAFRE PH SRR QT Vi O,
Docker = B il A a5 A BRETE) 41 _EAY 49153-65535 1, {BR,
MRAFPEFEERT, Docker T I A28k M B E] E4_E 45
A, X2RE A& E ARG 5 A RS A9 NET_BIND_SERVICE
Linux PIAXTHRESRINFT. 454N O IR & 3% & FhEUR AR 9 B3R .
AV docker fEFEMNTTRESTHR=ENFM.

BENATIA T <5 AT A 730 61 X Him O RS
docker ps --quiet | xargs docker inspect --format'{{.Id}} : Ports =

{{ NetworkSettings.Ports}}'

EEIIZR, FHEARRORRSE KT 1024 WENKA S,

BHESRN, TR ARnARFEFNENmO. A5, BERERE
A A £ Docker {4 F 5 um N BRS F BR

None.

BUABRAT, AVFRR=RN DRSS EV LA NGE .
AR BERORMAEAN

fign © HTTP F1 HTTPS #7048 %E 80 / tcp F 443 / tep.

1. hitps://docs.docker.com/engine/userguide/networking/
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5.8 RIS ERER O

REHER

L2k

©dosec XA

BEEBR M Dockerfile EX T EBSLH EBIAEFT AN O . #wO%)
KU ESERBRANETHRARFEX.

—MEF I RUETTFE Docker XM AHBRRENX MmO, o UER
EBETHSHUITHA—PimAGI%K, LS, Docker XM T HER#HFT
EMEN, FEMNRAJIRTESERRANSTHEAEFAHEX. #
HRERA BT AR EN A

BEHTUT I HRRNMEETEG X Him ABRSY © docker ps -
-quiet | xargs docker inspect --format'{{.|d}} : Ports =

{{ NetworkSettings.Ports}}'

TEIR, FHRVRFNHARRRAELEFTEN®O.

EE BREBRM Dockerfile, RUB{RBIT A =1k FATE /A FF B 55 A9 3
H. tholRBEERNBHREAEA-P (UPPERCASE) =X--publish-all
PR K ST A BE Dockerfile FEX Wi A%k, EA-p (NE) H--
publish #7755k B# E X 45 E B2 BT s A o

5140, docker run --interactive --tty --publish 5000 - publish 5001 -

publish 5002 centos / bin / bash

None.

INERT, HEA-P'H --publish-all RS TRSRN, FTHE
EXPOSE 54 T By Dockerfile % B FrE#H O,

1. hitps://docs.docker.com/engine/userguide/networking/
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59 RHAZ T HHN K ZZ/E

REHER

W7k

ERAE

1R
A

AINME

SR

©dosec XA

HREN “--net = host” B, AR LAMNBRAGERNEELIAA
MR . X MERFEF Docker R A docker IEBMZE, ABRLERK
ERREITUTE SRR ENMMEED,

RE-ENRENE, AFB[FRGTMHEM root FHE—FHTHE
WO, EAFARHE Docker A LM D-bus EMERS. R
I, BFEEHETUBEHPITEENE, BHIMXF Docker THl. &L
BTENEFEA host 1B,

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

NetworkMode={{ .HostConfig.NetworkMode }}'

FiR44iR @ NetworkMode = host, MEKREE BRI ERT --

net = host &I,

B AN AERIL --net = host &I,

None.

KINBERT, Be3EET) Docker M,

1. hitps://docs.docker.com/engine/userguide/networking/

2. https.//docs.docker.com/engine/reference/run/#network-settings
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510 HRBENAGFEREE

REHER

Hit 75k

L2k

©dosec XA

ZINER T, Docker FH EHFBERRIEHERR. BEFER
Docker EH M FTREIEINGE, BIIAERE], Eo] IEHIA RS 0] fEIHAE
HNREFEE.

BINERT, RRTMNERINNLNFMERE. BITMNUERRFRY
HLHIRBI LT — B a0EFRE T A TV RIREM SBIRLRS, MUBE
—EY ENEMBSRITEITIETEE .

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

Memory={{ .HostConfig.Memory }}'

MR ERGSERE 0, MRTFHEFLRS ., MREARGSEEIFETE,
NZFRRE B M 77 BR B EE .

BWER--memory BEUE TR

B, TREFT— N ERAT

docker run --interactive --tty --memory 256m centos / bin / bash
FEEMTGIS, BarBs AR 7RSI 256 MB,

ESIRNRE MREFERGFRS, TEHSHNELEURFTEER
R[EE.

docker inspect --format ={{. Config.Memory}}'7c5a2d4c7fe0

Blgn, MR EARRF[LBIAFRTIREHR 256 MB, M| iR arS a5
H% 4 2.68435456e + 08 A& 256m. RiZfE AR FITE BN HE
TIEREEARILE.

WRERREGEHNRG, FRUEBLEEM.

ZINER T, Docker FH EHFERRBYIITHERR. HERTHEF
KE%IJO

1.hitps.://goldmann.pl/blog/2014/09/1 1/resource-management-in-docker/

2.https.//docs.docker.com/engine/reference/commandline/run/#options

3. https://docs.docker.com/engine/admin/runmetrics/
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5.11 IE#RE A LA CPU LR

REHER

Hit 75k

ERAE

L2k

©dosec XA

ZINER T, Docker FH EHFBAERBYIITHERR, BEFER
Docker FHMEEEIEINGE (40 CPU £F) |, TR HIRRTREL B
BEH CPU RIE.

BINMBERT, CPURKEZERREFEHNE. MRBE HTRHEH
S|z [EH CPU Bt jE], T UfEM CPU 3= ThEE, CPU HERFK—A
BREETH—AEHR HELBRERERNABRENESH CPU K
B URRSRERNEREFHIZET,

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

CpuShares={{ .HostConfig.CpuShares }}'

R FiR4p4IR[E 0 5 1024, NFRR CPU LRI, R AR G4SIRE
3F 1024 B SMIIESE, NIFRT< CPU ELRH,

EERFZEA CPU MR, Ak, EEMA--cpu-shares ZHEHH
Ao

B, TR ER, T

docker run --interactive --tty --cpu-shares 512 centos / bin / bash
EEBEHNRGIF, FRUEMEREAR 50%K CPU B,
., WRF—DERRE CPUHEA 80%, NiL&R=RAY CPU MEA
40%

AR BUAMBERT, 80 ARKSKHEE 1024 4> CPU HFL. BR, MR
ZITHEITHD PRENG S, MERTRH 0,

REFAMTAL

1.3 N/sys/fs/cgroup/cpu/system slice/ B .

248 A docker ps & A2 ID,

SELEMERT (ELE1H) , BE—NBEFRA docker- <Instance
ID> .scope B9 E %, 40, docker-
4acae729e8659c6be696ee35b2237cclfededd2672e9186434c¢5116e1a6f
bed6.scope. #ALLH %,

4.5 IAFR B —N % 4 cpu.shares B934, H14T cat cpushares. T INEE]
CPU M9 &IfE. ELt, #& docker run 7% & F A -c H--cpu-shares
SHIE CPU H=Z, 1IZXHMEA 1024,
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WMREBNE—NB[AH CPUMENIRE H 512, WEHMAR[MEL, ©F
FRB—M CPU RFE). EIE, 1024 £ 100%, RIEtREITEHIE
MBHEN AEN CPU MR BEMNET. Fli1, WRERLEZE 50%,
MEE A 512, REFEIRE 25%, NI 256,

MRFZEREELMNCPUHRE, A HETRSAENIT. EEV L
#9 CPU RBERZE WA, CPUHEARSX AR BEFEAAY CPU AT
BE%IJO

BIAMBER T, Docker EHl EMPFE BRI TRZAR, REMNIT CPU
M

1. hitps://goldmann.pl/blog/2014/09/1 1/resource-management-in-docker/

2. https.//docs.docker.com/engine/reference/commandline/run/#options

3. https://docs.docker.com/engine/admin/runmetrics/
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5.12 HERBARHRSEHN RiE

REHER

Hit 75k

L2k

©dosec XA

BT fEA Docker BT RLIET, BRENRXARELEAN "RE
G . XHTUMLEERRETNSEARRORIGRS.

BRILETNSBEETHNARAREXHEIESNEKR, THbZE
RBE, AABRBREGIHNXHRGEIEFRENSEN, REEHXHRS
Xk E R RHNESNR.

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

ReadonlyRootfs={{ .HostConfig.ReadonlyRootfs }}'

MR ERGSERE true, MRTEFMVRIXARFR R TN,
MR ERGFSIRE false, MERFERFFRVBXMRFE TS,

ARBNETHRIN—DRERS LR B ARX AR FE U R ETR
EN.

docker run <Run arguments> - read-only <Container Image Name or
ID> <Command>

ARBNETNBRRBER, SH/REFRRTMT

1R --tmpfs EWIUAIFFAEIEEANIRN RS

docker run --interactive --tty --read-only --tmpfs “/run” --tmpfs “/
tmp” centos / bin / bash

2.3 Docker rw ERRMETHNERAN, UERRRBEEERESE
Docker EW XHFEG L.

docker run --interactive --tty --read-only -v/ opt/ app / data : /run/
app / data : rw centos / bin / bash

3. Docker #ZFEH HE 4K 7t Docker #3545 IR B R =REIE.
docker volume create -d convoy --opt 0 = size = 20GB my-named-
volume docker run --interactive --tty --read-only -v my-named-
volume : / run / app / data centos / bin /bash

AERFTETHE, BARLIECHEIRRIND, NERTEHREIE.
BIEEEHIRE, MEHILZH AP

MRREXBIEEANREE, WERFIZTH/BA--read-only TR
HRRERRRMGE.
EXBHRNBENZESTHAREAE, WRHEREEABIEZNLRE.
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1
B A --tmpfs BRI XS AF/ tmp
fFH Docker HEHIBEHITHATIEEA

RIMBERT, BRORIXMGRGEIUTSH, AFMAERRHESARR
BITH = R .

1. hitp://docs.docker.com/reference/commandline/cli/#run

2. https.//docs.docker.com/engine/tutorials/dockervolumes/

3.http.//’www.projectatomic.io/blog/2015/12/making-docker-images-write-

only-in-production/

4.https://docs.docker.com/engine/reference/commandline/run/#mount-

tmpfs-tmpfs

S.https://docs.docker.com/engine/tutorials/dockervolumes/#creating-and-

mounting-a-data-volume-container
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5.13 RN AR N AENE I ENENZED

REHER

L2k

A
L NINI]
575 30k

©dosec XA

BUABILT, Docker Be o] DUEEEISMNGG, (BN EREI AR,
BNMMEHEEHFEEIVNECH IPHit. PAIMRATFEBE EN LA
BN QAR AR RS .

WREFNERZSAIMGEEND, MR IEZEAMEEAD LA TTiRA
MEE. XUERZRE. RENE HENKRORBEENE, FEE
Xy 0 EEfTEMAREN, NRBP, ks, fEEFRS M
EIEEANNALRE, B, RAFRBREIMBZEANFTANEE.

BEHTU T HRRNMBEETEG X Him ABRSY | docker ps -
-quiet | xargs docker inspect --format'{{.|d}} : Ports =

{{ NetworkSettings.Ports}}'

BEEIRFBRAFNERKOSHERASE, MAZRECT IP it
- 0.0.0.0,

flgn, MR ERBLMTRE, BAREFRREH, FARFTUESR
fEE A 49153 EMEMENED EA9ER.

Ports = map [443 / tcp : <nil> 80/ tcp : [map [HostPort : 49153

Hostlp : 0.0.0.0]]]
MRBRBWAEZIFNENRHERED (WTHT) . BILERES
BHTEE.

Ports = map [443 / tcp : <nil> 80/ tcp : [map [Hostlp : 10.2.3.4

HostPort : 49153]]]

K¥asm A RAER AR ENRO LNBEENIED,

5170, docker run--detach --publish 10.2.3.4:49153:80 nginx
EEEHRGIT, FaRimA 80 HEEF] 49153 LM ENIKA, FENE
%%k B 10234 S EpEOMEANEE.

None.

ERINE R T, Docker ¥ A8 5 O/AFF7 0.0.0.0, TTiEZIN H{E{ao8E
MEANMEKRE O,

1. hitps://docs.docker.com/engine/userguide/networking/
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5.14 B8 E BKEE on-failure 8B X 5

7 docker run fp 2 F{E R - -restart #r&, T INIEEEBKREE, MEAER
YR ERRERDRS. BETRE%EE NIZXREEBEHRERS A

5K

MRTRBHZIHBEER, TESSBINLHELRS. XU&Z
—MEENTERRTAHRIELRSRE, HIRER—INLES
MEBE. M BEABORERSHBREZAEN SN ETRIBELR
PEERFRLUEPORARE, WR—AET[RWELLE, NZMHRXBEE
EEMERE, MARRELRAMERE. FAit, BWEANEEEEK
BB ERTIARS 5 REBER.

REHER

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:
RestartPolicyName={{ .HostConfig.RestartPolicy.Name }}

MaximumRetryCount={{ .HostConfig.RestartPolicy.MaximumRetryCount }}'

MR iR 44K E RestartPolicyName = always, BPARGIRBIZEE
fTRRE.

N8R ik 4549 [@ RestartPolicyName = no 5{{X RestartPolicyName =,
WEHBNREREEH, BALASEFH B

N8R ik 4543 [@ RestartPolicyName = on-failure, M@ET&EF
MaximumRetryCount B iFE#H B E XK BETRB N SHED,

MR—ANEBBEACEN A, TUMTRE
1B R 15K

docker run --detach --restart = on-failure : 5 nginx

=20 BRRASZWER B 5 K,

BIAE RINBRT, ARARBENRINEK.

1.hitps.://docs.docker.com/engine/reference/commandline/run/#restart-

SR

policies-restart
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515 HETVNERGZETEAHE

REHER

Wit Tk

HERAE

L2k

©dosec XA

#HE D (PID) ®BEXTERBHRE D ZE, XEWREAR PID GF&E(E
TRHABETURBHERMN PID, XBERFMENZEBHNERLRES.

PID ZFr= )i 7 HRMEE. PID 2= EMER T REHARHU
B, FAFEAEIEPD M#HREID. MREHH PID BREE S5 A H
HZ, TEALATARANHEREEIN LOMEHRE. XHMITH
TENMERZEHERIRBOLR. BiAEERKELTUMET
NRG LT E#E, EEUMNERARFEINEGHE, X
TREERMEMN. FEit, FEBERSIVNHNHEZRTERE,

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

PidMode={{ .HostConfig.PidMode }}

R ERaFSIR[E host, MFRTEN PID BMRZEERH/HE, FER
MR,

REFA --pid = host BH BB,
B, FERM—1 AR, WTAR:

docker run --interactive --tty --pid = host centos / bin / bash

BRHBRLTEBINIVNAF LNHE. HEREBAT, JRFTERSR
HEFNMOHERESBZE., B, o UERRK strace 3 gdb XA
RIEMERS ERFRASTNAENERAXETR, MoE,
REREFER -p° SHHEZLINENHARE.

5140, docker run --pid = host rhel7 strace -p 1234

RINMERT, FERBMEET PDHLSE, FAINHERAES
PECT-E e

1. hitps.://docs.docker.com/engine/reference/run/#pid-settings-pid

2. http://man?7.org/linux/man-pages/man7/pid namespaces.7.html
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5.16 LM IPC sp ST EALE

IPC (POSIX/SysV IPC) fr=iaRfimB{ZRTER, FSEMER
BB, HFIELEN LM IPC BB ARZERA{E, FAKN
ZIRFFRL

IPC B = EIREFHIARZ B IPCHE., WRENM IPC BRE
B5RBHE, CAYABANHEEEINRGLORE IPC. X4T
St BT EHAASZE IPC RBIREMFL. TR GERSERATN
IPC. XTRERIMEMM. Bk, FEHIHH IPC BREESERHL

~
=]
o

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

IpcMode={{ .HostConfig.IpcMode }}'

R ERSIRE host, MEKEEN IPCHFBTEERHFHZ. M
RERBLAREEFTART, MWENLH IPCHRTEAZHE.

REMEA --ipc = host BHERNRE. BN, FERDMTES -

docker run --interactive --tty --ipc = host centos / bin / bash

L2k

£ZNERAFMEARODBE. CREWHSHENARFER. o
RXEYARFERARMAZNBR, WIEFELZEHRM IPC B
FEIULAS M. EXFERLT, SHARNIZEZARISEN IPC

WEEEMAESENEN IPCHEZE. TUKEEHRM IPC BIRZES
A—NBRH/RLZ, MTHF:

540, docker run --interactive --tty --ipc = container : e3a7ala97c58

centos / bin / bash

BUABRT, PrAER=HEMA IPCaE=lE, FEIH IPCHATER
S5EERtE.

1. hitps.//docs.docker.com/engine/reference/run/#ipc-settings-ipc

2. http://man?7.org/linux/man-pages/man7/namespaces.’.html
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5.17 EVREREZEHLZLTH

REHER

BWit7iE

FNERFTUESTNEEAZRRH. FTEEINEREEREAZS
B, BAIRNAREENER.

BT - -device B EN R EHRZLRE, FULRRFTUEREHEIXLEN
BE&. AATFERMUERERETABIREENRE. KINER
T, BBBEBIEER, SAM mknod XLEREF, Lo, BRITESMN
FFMrRE. B, FREEEFIFVNREXZERR.
MRBAKHEEVNRERZLHRR, BELHEARZNR

r - read

w - write

m - mknod allowed

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

Devices={{ .HostConfig.Devices }}'

N EmSBIHEMEENUATES

-CgroupPermissions - 40, rwm
‘PathinContainer - A#&H IR FEET

-PathOnHost - E#l L AR ZEER
RIEREFENBRRPIHEINEE, FEEBHRERFTHDR. @0
R ERGLRE], NAMBFLSEENERE.

FEEFNREEER-ZTESR. NRDIEENREHZHEAE,

L2k

©dosec XA

TBIE AR —ENR

B, FEBH—IBRR, WTIHR:

docker run --interactive --tty --device =/ dev / tty0 : / dev / tty0 : rwm
--device = / dev / temp_sda : / dev / temp_sda : rwm centos bash
Bign, MIERNRIEZENRE

docker run --interactive --tty --device =/ dev / tty0 : / dev / tty0 @ rw -

-device =/ dev / temp_sda : / dev / temp_sda : r centos bash

B EEEAREAEAENIRE,

BUIABAT, FNEEFAHZTAESR. MREFRHEIZDRIFER
BEVRERTSRRR NEVNEEEREFER, SAM mknod X
KEO
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1.https://docs.docker.com/engine/reference/commandline/run/#options

©dosec XA
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5.18 B BIAM ulimit BB (EEER)

REHER

L2k

©dosec XA

BVIARY ulimit 27 Docker SFIFREFRAREMN. WRFBE, BIME
BRI ESEIAN ulimit R &,

ulimit I XY shell T BRRES]. RERGRIRES T A L TR
FERMRMA, 0 fork ke, HEMEGEAMNA ARG IRELE
ERARGRE SHRGRFER

R iZB<F7E Docker SFHFRRFR IR EMAIA ulimit.  0RBIAAY ulimit
RENEEHENBTRIG, WITMBEMNBEZ AR, BRERER
ZXRH. WRBARSHISMIE TINEZERRIA ulimit iRE,

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

Ulimits={{ .HostConfig.Ulimits }}'

XFENERL, RS NIZIRE Ulimits = <no value>, BRIFH
RREFEFTEESNAN ulimit 5 &,

MRFE, BEIIAY ulimit RE.
B, BBEERIAG Uimit RE, BER—1AHR WTAR:
docker run --ulimit nofile = 1024 : 1024 --interactive --tty centos / bin

/ bash

R ulimits RIEFWRE, WAL EXAMFBHRRES, BESBR
G EER,

A AR LI 4K 7 Docker SFIFRRFR AR EREIA ulimit £ E .

1. hitps://docs.docker.com/engine/reference/commandline/run/#set-

ulimits-in-container-ulimit

2. http://'www.oreilly.com/webops-perf/free/files/docker-security.pdf
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519 B EHABEARKLE

HEHEBER LT LB L M shared. slave # private #EIEH LR
5. ABEYLENNEAFEAXEEL,

HERATHBEESI I REETHMRRNLRIFTZEHTER.
Cicniion o | MREANSESSEUILRER, WXTREIGEEN. &EFAE
BREEERAREARE.

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:
'E'i‘l‘ﬁiﬁ Propagation={{range $mnt := .Mounts}} {{ison $mnt.Propagation}}
{{end}}

RGOV EROELRKENEHBEL. RERE, FTBEEEIR
E?‘J#\:gO o

FEWAHAZELZE R RS,
Blan, RNEBFASE, W TR : docker run <Run arguments> --

L2k

volume =/ hostPath : / containerPath : shared <Container Image Name

or ID> <Command>

AL None.

RINME RIMBERT, BREAZLREMN.

1. hitps.//github.com/docker/docker/pull/17034

2.https.//docs.docker.com/engine/reference/run/#volume-shared-

filesystems

3.https://'www.kernel.org/doc/Documentation/filesystems/sharedsubtree.tx

14
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5.20 B XM UTS G5 RL=

REHER

Hit 75k

L2k

A

INME

SR

©dosec XA

UTS sF BEEREM NI RFFRFHRE - TNBHMNSHE, €
TREAZBRTETETHETANTENZNER. ERRTET
MHEBREATRMEINZNEEZ. A, ZRZEAESENHL

~
=]
o

S5FINAZUTS s BT EEHRT BRTELATININE. XRAR
£8.

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

UTSMode={{ .HostConfig.UTSMode }}'

R LR SIRE host, MEKEEN UTS BMRZEEEFHRKAZ, X
FEERN. UREASFSFEBEEETAR, WEH UTS BIR=(E

R,

REEA --uts = host BHUB N B =%
Blan, AEEFNWM T AR : docker run --rm --interactive --tty --uts =
host rhel7.2

None.

BINERT, FEARTLEAT UTS R8T, FAFH UTSHEE
BASEARRHLE,

1. hitps://docs.docker.com/engine/reference/run/#uts-settings-uts

2. http://man?7.org/linux/man-pages/man7/namespaces.’.html

94




Docker RS mEZELERAEHE (V1.0)

5.21 BRIAAY seccomp BiC B SOk 2 A

Seccomp ABRBEETHINARSGIERRME TSR,  BKIARY Docker
seccomp BB INEAZBEAEM, AT TERESAR. | FTNiZE

REFFEARETEINAPARME AT ZRGAREE N EGARP
HRBER. REBEABRFAREMENRSIAR, ET@ETRD>
JHNRGRERRE L M.

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

SecurityOpt={{ .HostConfig.SecurityOpt }}'

FEMHLRIZIRE <no value> K & B Y seccomp BEEB X, R EIRME
[seccomp : unconfined], XBHKREZALREN, RPBTFRIITRREEM
seccomp B2 & X 15

ZIAE R T, docker B seccomp BEBE X, FRIFEEHAEREHHN
seccomp BLEXf, BNAFERITEAIEREE.

£ Docker 1.10 i E S ARA, BRI seccomp ELE XS IEIEH D R % iE
M, mMAERRELER--cap-add. AERXFELT, NEIBAEX
seccomp BECE X . O] UE@IiZ % docker run £ {£3% - -security-opt =
seccomp : unconfined k2 FAEKIAAY seccomp BC & X4

BITASRE, ©RERRIARE XY, BRIEESEH--security-opt LB =
e

o

1. http.//blog.scalock.com/new-docker-security-features-and-what-they-mean-

seccomp-profiles

2. hitps://docs.docker.com/engine/reference/run/#tsecurity-configuration

3.https.//github.com/docker/docker/blob/master/profiles/seccomp/default.json

4. https://docs.docker.com/engine/security/seccomp/

5. https://www.kernel.org/doc/Documentation/prctl/seccomp filter.txt

6. https://github.com/docker/docker/issues/22870

5.22docker exec A ANRE{E A4 AL IR

REFEA--privileged EITEH 1T docker exec

©dosec XA

95




Docker B¢ iEL & LEAKEH (V1.0)

1£ docker exec £ - -privileged &I o] At SRS B H Linux I
fE. XURSERALZEHER.

REHER

MERBE 1 BOOMEBA T FIT, WTMERNTHLITEEFER
it A% --privileged T docker exec 5<% .  ausearch -k docker | grep exec |
grep #5#X

ZEEAE 7& - -privileged I

2Ky 1£ docker exec fip S R ANE(FE R --privileged £,

0 WREBEAFRANERINE, WASTREHBHENES.

BINME ERINER T, docker exec A A& F - -privileged ETVE T,

é}% iﬁf 1. hitps.//docs.docker.com/engine/reference/commandline/exec/
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5.23docker exec A ANEES user I —E{F H

RE(FH--user EEIH 1T docker exec,

7t docker exec FEA--user I PUZA R SMAESBARTIZG L.
XA RS R RS ER.

S| it BIRRMREREZ M tomeat A (SUEEHEARE oot BA) S5
EATH, FBATT UE R - -user = root BT root A BAER S
XEEH R,

MREIZRE 1 HOMAEBATEIT, WTMEA TGS EEF
it A% FT --user #EIHAY docker exec fiF <.  ausearch -k docker | grep exec |

grep user

S e | - -user JETR

(E2 k)i 7E docker exec &4 ARE(FE - -user I,

Al None.

BRIAE BUABSR T, docker exec f32 A fE A - -user EHE1T.

%% iﬁf 1. hitps.://docs.docker.com/engine/reference/commandline/exec/
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5.24 H5{R cgroug & fE F

o I E B BIEI T K INE 4 E R cgroup,  #BIA cgroup BIfE G HHR A
EEXH cgroup BT,

AGEEABEEXERNIZEWA cgroup TizfT.  RIE cgroups 'xF
BRGEBRPHEN, BREIAERL TIEE docker cgroup TiEFT.
S | FEERTE, T UEEBIBRBIAE R cgroup SN E A cgroup. i
MESBRIAFEI cgroup, TTRELMREBIETFHIMNIMRFAR, THE
HREEE

2 docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:
Wit 7%

CgroupParent={{ .HostConfig.CgroupParent }}'

RS EIRENETERM cgroup, RAZT, NRTAB[AEIRIAN
il | docker cgroup TiETT. TRUANEREH, MBEMARTE cgroup 4
BT, W EE RS aH

L | mMEMG, RNEEA --cgroup-parent I docker 51T

=AU None.

BINE ZIANBER T, B84 docker cgroup TIiEfT.

1.hitps://docs.docker.com/engine/reference/run/#specify-custom-cgroups

2.https.//access.redhat.com/documentation/en-

SR

US/Red Hat Enterprise Linux/6/html/Resource Management Guide/ch01.h

tml
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5.25 R B AR RS A MIBUR

PR ) A 28181 suid 5 sgid RIFKEXVERSMAIANBR .

HET UAERNZTIEE no_new_privfii. ETTIM fork. clone #l
Siooiio0 -1 | execute, no_new_priv SIFRIRFIES H FHEREIT suid 3 sgid {3k
B EMR. XE—k, RECERHNBRETESATLLE.

2 docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:
Wit &

SecurityOpt={{ .HostConfig.SecurityOpt }}'

ZERAE RELRIRE S A BREE NGRS ET,

B, RAZIRIMT BE AR ¢ docker run --rm -it --security-opt = no-

1R

new-privileges ubuntu bash

- no_new_priv sBE IE & SELinux XA LSM 2 AR R VFIA 8] 2 BI#E R
- R

BIAE BRINERT, FHRPRAZBR %,

1. hitps.//github.com/projectatomic/atomic-site/issues/269

2. https.//github.com/docker/docker/pull/20727

3. https://'www.kernel. org/doc/Documentation/prctl/no new privs.ixt

4. https://lwn.net/Articles/475678/

5. https://lwn.net/Articles/475362/
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5.26 RERRIZTHIRS

TR ASREME T EN HEALTHCHECK 54, BEARRETHER--
health-cmd ZE R EBR TR .

THAMEZE— NEZERFH. NREANARERIEMEXH
“ooiio7 | HEALTHCHECK $84, i&f# Al --health-cmd B8R TR E R RIET
R, IRIBIRENERRRL, TURBDLEREE.

BT TS HFRRFTE RR[EIREBITAMR | docker ps --quiet |

xargs docker inspect --format'{{.Id}} : Health = {{State.Health.Status}}'

W7k

SRHE HR{E £ --health-cmd S%

£ F--health-cmd MEMBSEE TR

5140, docker run -d --health-cmd ='stat / etc / passwd || exitl'nginx

L2k

Al None.

BUAME RIMBERT, BIRARERSERIEITH TN,

é}% iﬁf 1. hitps.//docs.docker.com/engine/reference/run/#healthcheck
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5.27 B4R docker Ar S IRLLIRBURFT IR AN R R

MERREEFREETERARTRANRESR, IAREFHIBERE.

2% docker 5% (#0 docker pull, docker run %) H—A B, 8P
Cesai o | BINBAT, ENSRBEGNAEIAR (MREE) , BEFEER
“MHERD BROEITRAECES.,

15 IARGREFIHEERENREOBERRAR LILF.
HB 2 1 WEE docker pull d5 &% B ALIRZS

i | MRRAETRAGRARN, WRFEEERREROEFRAE.
$B 3 BEEBTHERRA S FEEPIRE NSRRI TIE,
MHMTE T E FRAE S RFTARA .

ERERMNRABENS FUABRATOENRFHRENATITE) |
BREMETHERA. RABENHBEATERRR, KAHEN
EORG. TMUREZERESRAREMN .

None

BUABR T, docker i IRENAME]A

1. hitps.//github.com/docker/docker/pull/16609
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5.28 BR#%IfE A PID cgroup

REHER

W7k

ERAE

1R

A

INME

SR

©dosec XA

HERBIEFTHHE A - - pids-limit 7.

BT UERBRN LG fork 4E5E, XA fork EE T RESHFEENR S
R HABREEFRNEVUERZEHEZFT. PIDs cgroup --pids-
limit 4538 155 BR 1l 72 25 8 B 8] PO O] BE & £ FE A B A fork BURRA LEIXFHIX
EO

BT T a2 FF R PidsLimit RIEE A 05-1, PidsLimit 5 0 -1 =
REEAHENHET RN ERIFR T X, docker ps --quiet | xargs
docker inspect --format{{.Id}} : PidsLimit = {{ HostConfig.PidsLimit}}'

PidsLimit R IZE A4 0 5(-1

ERARE, F/H--pids-limit #x7&. H1ZA, docker run -it -pids-limit
100 <Image_ID>

FEERRBIFR, RAFERTLEENEETHERELE S 100.7£4E
100 M RIETHIEHREIZ /G, docker ¥ PR S ERIFEHIZAIRE .,

RFEFERE PDREIE. FEBNETERSERTHTERER.

B pids-limit BIBCAE A 0 XRREX fork BERBFRS. RINEE
&,pids cgroup FREINIE M T ARARA 4.3+,

1. hitps.//github.com/docker/docker/pull/18697

2.https.//docs.docker.com/engine/reference/commandline/run/#options
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5.29 NE={#5 A docker FIERIA M docker0

REHER

Hit 75k

ERAE
&85

A

AINME

SR

©dosec XA

AE{#E F Docker B2KIA bridge docker0, {3 docker B9 E X I
KT AR,

Docker K IR €AY RE L3 NE R E 4 docker0 FIA £, 31X
FREGIAM L& AR5 5 %2 ARP HRORF MAC HZ I E, BAEERA

(NN
lT_J-.;L‘,\o

ZETUTHS, HRIEAHEEEAFEXHMNE L, MAEKIAN
dockerO M4,
Docker network Is --quiet | xargs xargs docker network inspect -

format'{{ Name}} : {{ Options}}'

{& A bridge docker0

78 Docker XHEFREMFEXHIME, ZETEXHMERHRER
%%O

DINEIE A E XA MG

ERINER T, docker ZEE docker0 #F Lz fTA SR,

1. hitps.//github.com/nyantec/narwhal

2. https.://arxiv.org/pdf/1501.02967

3. https://docs.docker.com/engine/userguide/networking/
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530 TAZ M A Far R =[]

ik

REHER

Hit 75k

ERAE

L2k

A

AINME

©dosec XA

FEERBHEZIVHNAABZE,

AP EZEHARE[NNRBREGUS ) R IMBIER TR
lt, SEBHEFVHNAARZEAEEN LNARSRRE LHNAA
PR,

ETUTHS, FHEERIRE UsernsMode FEIE. MRIREE
VIEE, WRTFEVAFABTEZTESERFLZ. docker ps --quiet |
xargs docker inspect --format'{{.Id}} : UsernsMode =

{{HostConfig.UsernsMode}}

UsernsMode iR [Bl{&

AEAEZVMERZ BHZHABHREE,
Blan, ARG TEBHFETERS

docker run --rm -it --userns = host ubuntu bash

None

BINMBEAT, FNAFAHERZE5RR®E, B ERAAASREEEX
?%O

1. hitps.//docs.docker.com/engine/security/userns-remap/

2.https.//docs.docker.com/engine/reference/commandline/run/#options

3. https://github.com/docker/docker/pull/12648

4.https://events.linuxfoundation.org/sites/events/files/slides/User%20Nam

espaces %20-%20ContainerCon%202015%20-%2016-9-final 0.pdf
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5.31 fE OB RN EER % docker BT

ik docker socket (docker.sock) RNRIZRHEEREN.

W3R Docker EEFREARRN, ERHATERTRNEITHEENT

ZEHER .
docker 5%, XA AGFZEIEH TN,

docker ps --quiet --all | xargs docker inspect --format '{{ .Id }}:

Hit 75k

Volumes={{ .Mounts }}' | grep docker.sock

S| ERBS¥BIEE dockersock 1R RS EI 28 MAE B,

&SR IR RE B84 dockersock fEA% .

Al None

AAIAME ZINER T, dockersock RENBEEH.

1.hitps://raesene.github.io/blog/2016/03/06/The-Dangers-Of-

Docker.sock/

2.https.//forums.docker.com/t/docker-in-docker-vs-mounting-var-run-

docker-sock/9450/2

3. https://github.com/docker/docker/issues/21109
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6 docker Z£IF(E

6.1 BRFHRZ L

ARER-FVN LREAERRH LK. REFENEATCHRER.

REHER

RCEEEM TN & REBESPRENFEREK. MREH
T REASBFENRE NURESSTEEMNANRERE. 1t
WRETENRGFMEBERERNESR, FETESMILETRMRME
ANRER FNXH=ETESIETR, AISBEELERS.

BT 1 BEHITIUA TSI L HETEFLHMPTERE D !

docker images --quiet | xargs docker inspect - -format'{{.d}} : Image =
{{.Config.Image})

FR2 BEINTUTHXIERFEHFHFENFERRK - docker images
TR WRIEIMPE 2 PHRK IDFIR, HEHETREGIMAER
%, MREUREALIBHER BSRREERATREERTEERSR
FTREXEFER.

FNARELHRER

L2k

REELGFREN—ERR, FEITHERE NIV FMBRERIEAR
%, WH ERENERRBENNEMNRERECEFRIFERR.
JINZERUTSRE R G EREANSERIFMEREN.

BT 1 BEHITIUA TSI L HETEFEHMPTERE D !

docker images --quiet | xargs docker inspect --format'{{.Id}} : Image =
{{.Config.Image}}’

B2 BEIHTUTHINERGFRHFENAARE : docker images
FE3RIR1IMIRE 2 PEEMNFER ID FIR, HEHLRARLHIKL
HERA.

B4 AERSETERBIAFNAEANRER. WRABINTU TG
MR EA] : docker rmi $ IMAGE_ID

None.

FHEMDEXHRFEEN EERFHERT, BEFEEAMBRXLESR
BIEERHFERE,

©dosec XA
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1.hitp://craiccomputing.blogspot.in/2014/09/clean-up-unused-docker-

containers-and.html

2.https.//forums.docker.com/t/command-to-remove-all-unused-

images/20/8
3. https://github.com/docker/docker/issues/9054

4. https://docs.docker.com/engine/reference/commandline/rmi/

5. https://docs.docker.com/engine/reference/commandline/pull/

6. https://github.com/docker/docker/pull/11109
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6.2 R AN

FEER—FN ERERELHARS.

ABRURERFERETEINNARFLATERES, FEOESHEE
S | TRARSH TR Docker S5, By, BEARTHK, FHHEH
AR BRETEIEENAE L.

SB1- EFFIY EHBRE2E : docker info --format'{.Containers}}’
BE2 - HTUTHIUEHR IV EXFRERSTRETEERENE
222 %. docker info - format'{{.ContainersStopped}}'docker info -

format'{{.ContainersRunning}}

MREFH ERBHNAREES TV LR ETNARHEZINERR
X (tbmmi 25 HE %) , BAEEE.

EHRRBENTINAERER, FEAUTHOBFEEFLAARR: !

docker container prune

1R

WRIRENEVHNBERBEKRD, BARTELE DT ARNENE
;\JEO

A

BIAE BRINER T, Docker REBR&IEH F T BNBRHE.

1.hitps://zeltser.com/security-risks-and-benefits-of-docker-application/

%% iﬁf 2.http://searchsdn.techtarget.com/feature/Docker-networking-How-Linux-

containers-will-change-your-network
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7 docker EEE¥ ISR

71 TR EEEER

BRIEBE, RNE Docker SIS F B AEEER,

BINMBERT, Docker S| EXFIRHEITEAMLHA, FESEFm
BEEHHET Unix EEF#HITER . 7 Docker S|SB LB
Docker HEEIN, RGELRITAS MM O, FHEHTHTMEH
MEMRLG, UKRABEEENT BERE.

ARG EAMGR OSEINRENRE, REFE AZTREER
o

REHER

&FF docker info fp & M . WRH L EFE Swarm : active, NIZFRAB
Copile | BEEMERETE Docker Bl EHCE. WIAREEBREE docker 3| E L
5 _EH9 swarm 2=,

SERAE Swarm RZi%4b F 2 FRAS

L | mMBERGHER EATEHER, BEER

Al None.

BIAE ZRIANER T, Docker BERRKEA.

é}% iﬁf 1.hitps.//docs.docker.com/engine/reference/commandline/swarm_init/
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12 ERETRINEEBUREERTR

REHER

Hit 75k

ERAE

L2k

A

AINME

SR
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HBREFTURFABEESRT RNRNEE,

BHETHEETARFBREFERHENZRESHNEE. HETS
MEETRAUESEHERSRERE.
WREETR/APAFTEREDE, WEEF-—ITRMELAEER, W
RFEFHE, WEEESR/OXEFETHBLOARESHREKFE.

=17 docker info I IFEIRE,
docke info - format'{{. Swarm.Managers}}'

HEZEFT TEM®S. Docker node Is | grep'leader’

EETRABERE

MREENBEEDRHEESS, WITMERAMTHSEEEHMELT
ML

docker node demote <ID>

x

—NEETRAEEEER-TITE.

1. hitps.//docs.docker.com/engine/swarm/manage-nodes/

2.https.//docs.docker.com/engine/swarm/admin guide/#/add-manager-

nodes-for-fault-tolerance
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13 HEBRSBERFENTIED

REHER

BWit7iE

GRARE
A
70

AINME

SR
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BUABEI T, docker swarm FREBMTEYV LMFFEEQD, XTTREAR
LlZ‘FE'%EI‘]o

LEEEMIBAE, --listen-addr ZEHIEINME A 0.0.0.0:2377, XERE
HERSHETEN LMFAEED. URENESINEEAD, X7

BEARRE, EAHETESY docker RERSRBLTRS SHERER

P

BT —MEER IP £33 4 - -listen-addr, T UIEE—MNMEEAIM
2295 OISR PR B IX FAURS .

i A 2377 / TCP L3 H ML USHTEE (docker swarm BYBRINRE) |
HEIAe REUTsEmEO., flm, £/ ubuntu T INFEAU TGRSR
FY . netstat -1t | grep -i 2377

R BT Eim H
=

MR IERBEEHVIEMREE, MUIEE--listen-addr ZHMEFERED .

None

ZINER T, docker swarm BRESSITFRE O] AR EVIIE D,

1.hitps.://docs.docker.com/engine/reference/commandline/swarm_init/#--

listen-addr

2.https.//docs.docker.com/engine/swarm/admin guide/#recover-from-

disaster
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7.4 BRAENTE T R _ LT

MEBEME EARET = EANR=RZ B HRAEIE.

BUABAT, BENELEARET R ENARZ B ZTROBIERNE.

RUBSRERRTRAZENRE.,

REHER

BITU T SHRERENBEENZERINE.
'E'i‘l‘ﬁ;’i'i docker network Is - -filter driver = overlay --quiet | xargs docker network

inspect - format'{{ Name}} {{ Options}}'

ZERAE J& FA—opt

oL | {EB--opt INEARE R,

Al None

BRIMBERT, MELERETR LR8I EIRAE Docker B &
R TRINE,

INME

1.hitps://docs.docker.com/engine/userguide/networking/overlay-security-

%% iﬁf model/

2. https.//github.com/docker/docker/issues/24253
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7.5 &I Swarm TP ERE L

i M Docker WAEWMZEEH L.

el Docker I & AT EIE Swarm £ R EZNGS . XE Docker &
U RAm MR, TS, X Windows 55,

7£ swarm manager W= £, BT THLHFREEEHIFREFRER
Chibi | docker AEEE (MIRER) .

Docker secret Is

e | AREREEEE

L | 3REB docker ABEIE AR, AT RANEEME.

Al T

ERINE ¥

é}% iﬁf 1. hitps://docs.docker.com/engine/reference/commandline/secret/
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7.6 swarm manager 7 B 18R TIiEfT

REHER

L2k
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B BER TIEFT Docker B E =R,

% Docker EF Bz, ATMEREDREBEN TLS BAMUEBT
MEBEFMBEUE LA Raft BSHBPAHSMBZ N EESTRORE
. NIZRIPAEEN TS IMBEZAUE BT INZ BN Raft BE
EA. XFRP T INBIL A - -autolock AREH I swarm K /2
A,

f# - -autolockenabled, % Docker E# BEIAS, HAIS(E M Docker
EREVMRUNERNZ AN ARIRE.

BTG, WRcHHEH, NEKE swarm £ - -autolock #r
BRI, MRBHREERDTSH, NWEEKEHERFER--
autolock,

docker swarm unlock-key

T AR

RGN swarm, FRTEMNGS .
docker swarm init --autolock

MERBEIMH K swarm manager T 2 _FIE B --autolock, 1BFEAIL T

A
~ o

Docker swarm update --autolock

EEHDWEREX THEHAISNEFBHRE, FRAAFHTREA
e, AERERER, XTEAZRTE.

ZINER T, swarm manager A< MBI EERIZIT.

1. hitps.//docs.docker.com/engine/swarm/swarm manager locking/
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7.7 swarm manager B 5 ERMA B 1R i

ik
REHER

Hit 75k

HERAE

1R

A

L NINI]
575 30k
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TE B e swarm manager B9 E #4H.

Swarm BERAMWERFSEHNER. NIZEHEHRTA],

Bal, ZAEVHEXIMEHE swarm manager T 2 _E &g — XA
., MREFEERICEKFEEMEXMRETTEHR, NiZERS
BIERFIA.

ERTRRB Y EMA

ZETUTHSRER,

Docker swarm unlock-key --rotate

s, ATEFEIT, SPBARRCERARRABDAERTENER
/ﬁ’ﬂ o

None

BIANBRAT, MARENER.

1.hitps.//docs.docker.com/engine/reference/commandline/swarm unlock-

key/
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7.8 P RIEHE YR

REHER

WitTik
HRAE

1R

L

BRIAME
575 30k
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EHF# swarm T RIEH.

Docker Swarm f# A E TLS #{7H R B MERHRE. EPRBITHRE
ZMPHABAURMELNER. RINERAT, TRIEBEE 0 XRfh—
Re ATRERN, TTEMEHHAETLHONZEERE.

BT oS HRRT SIEB Expiry Duration RE HEY.,

Docker info | grep “Expiry Duration”

UEB R IZ4% R E AR R 4%

ST T LK EARNEI SR,
5140, docker swarm update- -cert-expiry 48h

None

RIMBERT, HRIEHE 90 RAFRHR—XK.

1.hitps://docs.docker.com/engine/reference/commandline/swarm update/#te

xamples
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7.9CA WRIE BIRIET Z TR0

RIBFER I CARIES.

Docker Swarm £ A1 E TLS #TH REHERRIE. IEPRB/ITHR
EXMTRBATEMEERNERN. PRIEBBURTRCAIES. A
THEZEN, ZERBRILEREFEER. B, RCAILEBFRA
HEH. Et, MiZEI—EHEHER,

REHER

RIBREERTE, WER CAIEPR I AR R B

40, Is -1 /var/lib/docker/swarm/certificates/swarm-root-ca.crt

W7k

HRAE IEB R %% RAE BSR4

EEiEiE EU TSR ERIEB., Docker swarm ca - rotate

Al None

BRI BIAERT, B CATBRETH#,

1.hitps://docs.docker.com/engine/swarm/how-swarm-mode-

SR

works/pki/#frotating-the-ca-certificate
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